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Question No: 1 You are concerned that one of your routes has been going up and down. You would like to
check and see how long it has been up and when the last outage occurred. What command will provide you
with this specific information?

A. get system
B. get route id &lt;x&gt;
C. get route ip &lt;x&gt;
D. get interface &lt;x&gt;

Answer: B
Question No: 2 You are running debug, and you see a numeric value in the output that you know
references a zone. What command will let you view zone names and corresponding numbers?

A. get zone
B. get zone ids
C. you need to run "get zone &lt;name&gt;" for each zone on the device
D. zones are not referenced by numbers in debug. Zones are only referenced by name

Answer: A
Question No: 3 Click the Exhibit button. Review the exhibit, which displays the output on an IKE VPN
receiver. Which two (2) answers could be the problem?

A. Invalid pre-shared key
B. Phase 1 proposal mismatch
C. Incorrect peer address set on initiator
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D. Incorrect peer address set on receiver
E. Incorrect outgoing interface set on receiver

Answer: D, E
Question No: 4 Click the Exhibit button. You are having problems with traffic getting to destinations out of
interface Ethernet 1. You execute a "get route" command and get the results seen in the exhibit. What can
you determine from the this routing table?

A. The physical link may be down on the interface and that problem has to be corrected
B. Since the preference is 0 it is not being chosen to pass any routes. You must configure the preference to be a
higher value
C. Ethernet 1 does not have a gateway assigned to it so the system does not know where to send the traffic using
that interface
D. You cannot tell why traffic would not be going out Ethernet 1. You will need to try other troubleshooting
commands to find your problem
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Answer: A
Question No: 5 Which command allows you to see the current configuration of snoop?

A. get ffilter
B. get snoop
C. snoop info
D. get ffilter snoop

Answer: C
Question No: 6 How can you view the value of a Phase 1 pre-shared key on a device running ScreenOS 5.0
or later ?

A. get ike gateway
B. get ike pre-share
C. get conf | inc gateway
D. You cannot retrieve the pre-shared key value. It is encrypted and cannot be viewed.

Answer: D
Question No: 7 You have entered the command set ffilter src-ip 1.1.7.250 dst-ip 10.1.10.5 ip-prot 6
What will be the resulting output in the debug for which this was created?

A. If the packet has a src-ip of 1.1.7.250 or a dst-ip of 10.1.10.5 or has TCP as its protocol then it will be
captured
B. If the packet has a src-ip of 1.1.7.250 or a dst-ip of 10.1.10.5 or has UDP as its protocol then it will be
captured
C. If the packet has a src-ip of 1.1.7.250 and a dst-ip of 10.1.10.5 and has TCP as its protocol then it will be
captured
D. If the packet has a src-ip of 1.1.7.250 and a dst-ip of 10.1.10.5 and has UDP as its protocol then it will be
captured

Answer: C
Question No: 8 Click the Exhibit button. Review the exhibit. What two (2) things can you tell about the
traffic that was captured in this debug output?
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A. NAT is occurring on the ingress interface
B. Traffic is between two user defined zones
C. The gateway configured is either invalid or not up
D. After NAT the final destination for the packet is 1.1.8.254

Answer: B, C
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Question No: 9 Put the following debug commands in the order it is recommended they be executed. 1.
get db stream 2. test commands, e.g. ping 3. undebug all 4. debug flow basic 5. clear db

A. 2,5,4,3,1
B. 4,2,3,5,1
C. 4,5,2,1,3
D. 4,5,2,3,1

Answer: D
Question No: 10 Click the Exhibit button. Which of the following two (2) statements are valid based on the
debug output shown in the exhibit?
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A. Fix-port is enabled
B. Port translation is occurring
C. NAT-src is using a DIP pool with IP shift
D. NAT-src is using a DIP pool for translation
E. NAT-src is using the interface address for translation
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Answer: A, D
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