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QUESTION NO: 1
You are configuring a Windows 2000 DNS Server on your company networ k. The network consists of one
Windows NT domain.

You already have DNSinstalled on a Windows NT Server on the Windows NT domain. You want to use
dynamic updates on a DNS database, but company management will not allow an upgrade or decommission
of the Windows NT DNS server. All DNSinformation must be synchronized between the two DNS servers.

What do you do to accomplish these goals? (Choose three)

A. Create a standard primary zone on a Windows 2000 DNS Server and import the existing zone file.

B. Create a standard secondary zone on a Windows 2000 DNS Server.

C. Delete and re-create the primary zone on the NT DNS Server.

D. Delete the existing zone and create a new secondary zone on the NT DNS Server.

E. Configure the primary zone on the NT DNS Server as the master zone for
the secondary zone on the Windows 2000 DNS Server.

F. Configure the secondary zone on the NT DNS Server to use the Windows 2000 Standard primary zone
asits master zone.

Answer: A,D, F

Explanation:

A: Dynamic updates are a new feature of Windows 2000 DNS. They are not supported by NT DNS. To
enable dynamic updates we need to create a primary DNS zone on the Windows 2000 server. A secondary zone
will not do because only the primary DNS zone is updateable. We can import the zone data from the NT server to
avoid having to create a new zonefile.

D: We need to delete the primary zone on the NT server and create a secondary zone. The NT server must
have a secondary zone to enabl e the server to transfer zone files from the now primary Windows 2000 server.

F: We can now set the secondary zone on the NT server to use the primary zone on the Windows 2000 server. The
Windows 2000 DNS zone will be dynamically updated. The new information will then be replicated to the
Windows NT Server.

Incorrect Answers:

B: The Windows 2000 server must have a primary zone to support dynamic updates, as only a primary zoneis
updateable. Furthermore, the primary zone must reside on the Windows 2000 computer because Windows NT
Server does not support dynamic updates.

C: The primary zone must reside on the Windows 2000 computer because Windows NT Server does not support
dynamic updates. We thus cannot delete and recreate the primary zone on the Windows NT Server.

E: The primary zone must reside on the Windows 2000 computer because Windows NT Server does not support dynamic
updates. Furthermore, the Windows NT Server requires a secondary zone to pull DNS information from the Windows
2000 server. A primary zone cannot pull zone data from a secondary zone.
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QUESTION NO: 2
You aretheadministrator of your company’s network. The network consists of one Windows 2000 domain
that spans multiple subnets. You are configuring DNS for hostname resolution throughout the network.

Y ou want to achieve the following goals:

DNS zonetransfer traffic will be minimized on the network.
Administrative overhead for maintaining DNS zone fileswill be minimized.
Unauthorized host computerswill not have records created in the zone.

All zone updates will come only from authorized DNS servers.

All zone transfer information will be secured asit crosses the network.

You takethefollowing actions:

Create an Active Directory integrated zone.

In the Zone Properties dialog box, set the Allow Dynamic Updates option to Yes

On the Name Serverstab of the Zone Properties dialog box, enter the names and addresses of all DNS
serverson the network.

» Onthezonetransferstab of the zone propertiesdialog box, select the Allow Zone transfers only to the

serverslisted on the Name serverstab option

Which result or results do these actions produce? (Choose all that apply)

A. DNS zone transfer traffic is minimized on the network.

B. Administrative overhead for maintaining DNS zone files is minimized.
C. Unauthorized host computers do not have records created in the zone.
D. All zone updates come only from authorized DNS servers

E. All zone transfer information is secured as it crosses the network.

Answer: A,B,D, E

Explanation:

A: Active Directory integrated zones use IXFR, which are incremental transfers.  This meansthat only the
records that have changed since the last replication arereplicated. This makes the replication of Active Directory
integrated zones more efficient because the whole zone file is replicated during standard primary
zone replication.

B: Dynamic updatesis the process of a client computer updating it is own record in the DNS zone file. Thiswill
prevent the need to manually enter recordsin the DNS zone.
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D: Selecting the “Allow Zone transfers only to the serverslisted on the Name servers tab” option prevents unauthorized
servers from updating the zone. Dynamic updates have been enabled.

E: Active Directory DNS zones replicate their data as part of Active Directory replication. Active Directory
replication uses a secure RPC channel to replicate data.

Incorrect Answers:
C: The “Only Secure Updates' option must be selected to be sure that no unauthorized DNS records are created

in the zone. Secure updates specify that only users, groups or computers that have been granted the right to write
to the zone or record have the ability to update the record.

QUESTION NO: 3
You aretheadministrator of a Windows 2000 network for Miller Textiles. The network configuration is
shown in the exhibit. .

O Segment A )

Router

Client Serverd

Computers DHCP relay

O Segment B )

Serverl Server2 Client Server 3
Domain Controller DHCP Server Comput DNS Server
puters
DNS Server
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The millertextiles.com domain is hosted on Server1 asan Active Directory integrated zone, and on
Server 3 as a secondary zone.

All the client computers on Segment B are Windows 2000 Professional computers. All theclient
computerson Segment A are down-level client computers. All the client computersuse DHCP.

Y ou share some network resour ces on several of the client computers on Segment A. Several dayslater you
attempt to connect to those shared resour ces from client computer srunning on segment B, but you are
unableto resolvethe host names of client computerson Segment A.

How should you correct this problem?

A. On the DHCP server, set the DNS Domain Name scope option to millertextiles.com.
B. On Serverl for the millertextiles.com zone, change the value of Allow Dynamic Updates from the

default settingsto Yes.
C. Configure the millertextiles.com domain to allow zone transfersto all the computers on the network.
D. On server2, enable updates for DNS clients that do not support dynamic

updates.

Answer: D

Explanation: When aclient on Segment B wants to access a shared resource on a computer on Segment A, it must
first resolve the host name of the computer on Segment A to an |P address. This type of name resolution is performed
by DNS. In this scenario, however, the clients are unable to resolve the host names to |P addresses because there are
no entriesin the DNS for the clients on Segment A. The clients on Segment A are down-level clients and are therefore
unable to update DNS with information about the resources and services running on the machines. This problem can
be overcome by manually entering the appropriate records in the DNS zone, or by configuring the DHCP server to
update the records for the down-level clients. Enabling Server2, which isthe DHCP server, to update DNS for the
clients will enable the clients on Segment B to resolve their host names.

Incorrect Answers:
A: The millertextiles.com domain is hosted on Serverl as an Active Directory integrated zone, and on Server3

as a secondary zone. Therefore, the DNS Domain Name scope option is set to millertextiles.com on the DHCP server.
Thiswill therefore not update the DNS zones for the down-level clients. We should instead configure the DHCP server
to update the records for the down-level clients.

B: Serverl has an Active Directory integrated zone, which would require that the value of Allow Dynamic Updates be set
to Yes. Asan Active Directory integrated zone, this option is already set. Thiswill therefore not update the DNS zones
for the down-level clients. We should instead configure the DHCP server to update the records for the down-level
clients.

C: Configuring the millertextiles.com domain to alow zone transfers to all the computers on the network will  not
affect the down-level client’s ability to update DNS. To enable the down-level clients to update DNS we should
configure the DHCP server to update the records for the down-level clients.
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QUESTION NO: 4

You arethe administrator of a Windows 2000 network. Your network consists of five sitesin one domain. The
Chicago, Los Angeles, and New York siteswill have DNS running on their Domain Controllers. Miami and Seattle
will have DNS running on dedicated member servers.

Y ou want to allow client computersin the Chicago, L os Angeles, and New Y ork sitesto perform secure dynamic
updatesto the DNS server. You want to configureyour DNS servers so that each site has a replicated copy of the
DNS zone.

What should you do?

To answer, click the Select and Place button, and then drag the appropriate zone type to each site. (Note: zone
types can be used mor e than once)

Select And Place

Zone Types
Place Zone Type
Here
Select from these items
Los Angeles
Active Directory
Integrated
Place Zone Type
Here
Miami Primary
Place Zone Type
Here
- Place Zone Type
Chicago Here Secondary
New York
Cache Only
Place Zone Type
Here
Seattle
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Answer:
Zone Types
Active Directory
Integrated
Select from these jtems
Los Angeles
Active Directory
Integrated
Secondary
Miarmi Primary
Active Directory
Integrated
: Active Directory
Chicago Integrated Secondary
New Yaork
Cache Only
Secondary >
Seatile

Chicago: Active Directory integrated zone. Only Active Directory integrated zones support secure updates.
Primary and secondary zones do not support secure updates. Cache only zones only keep records that have been
resolved by passing the DNS query to a primary, secondary or Active Directory integrated zone.

LosAngeles: ActiveDirectory integrated zone. Only Active Directory integrated zones support secure updates.
Primary and zones do not support secure updates. Cache only zones only keep records that have been resolved by passing
the DNS query to a primary, secondary or Active Directory integrated zone.

Miami: Secondary zone. A secondary zoneisrequired for full zonereplication. The question states a requirement
for each location to have afull copy of the zone files. Only a secondary zone can receive afull
copy of azone file from aprimary or Active Directory integrated zone.
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New York: ActiveDirectory integrated zone. Only Active Directory integrated zones support secure updates.
Primary and zones do not support secure updates. Cache only zones only keep records that have been resolved by
passing the DNS query to a primary, secondary or Active Directory integrated zone.

Seattle  Secondary zone. A secondary zoneis required for full zone replication. The question states a requirement
for each location to have afull copy of the zone files. Only a secondary zone can receive afull
copy of azone file from aprimary or Active Directory integrated zone.

QUESTION NO: 5
You arethe network administrator for Arbor Shoes. Part of your multisite Windows 2000 networ k configuration

isshown in the exhibit. .

Server 2
Domain Controljer

Server 1
S Server

Chicago

Server 5
DNS Server

i Controller

Los Angeles Atlanta

Server1isconfigured with the primary zonefor arborshoes.com. Server3 and Server5 are configured with
secondary zonesfor arborshoes.com.

You discover an error in several host recordsthat ispreventing client computersin Atlanta from accessing
some shared resour ces. You make the necessary correctionson Server 1.

Y ou want these changesto be propagated to Atlantaimmediately. What should you do?

A. On the Action menu for the arborshoes.com zone, click Update Server Data Files.
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B. At serverb, perform the Transfer from master action for the arborshoes.com zone.
C. At serverl, stop and start the DNS server service.
D. At server5, select Allow zone transfer s on the arborshoes.com zone.

Answer: B

Explanation: In this scenario we need to pull the new zone information from the primary server with immediate
effect. This can be done through full zone replication by performing the transfer from master action for the
arborshoes.com zone. This process is accomplished by the following actions:

1. Click Start, point to Programs, click Administrative Tools, and then double-click DNS to open the DNS
Management Console.

2. Inthe navigation pane, expand the DNS server.

3. Expand the Forward Lookup Zones folder, and then find the secondary zone that you want to change.

4. Right-click the zone and then click "Transfer from master"”.

Incorrect Answers:

A: The Action menu is not used to initiate zone replication. For standard primary zones, this procedure causes
the DNS server to immediately write itsin-memory changes out to disk for storage with the zone file. Normally these
changes are only written at predefined update intervals and when the DNS server is shut
down.

C: Inthis scenario we need to pull the new zone information from the primary server with immediate effect. Thiscan
be done through full zone replication by performing the transfer from master action for the arborshoes.com zone.
Stopping and restarting the DNS service will not force replication.

D: The “Allow zone transfers on the arborshoes.com zone” option is aready set. This option aso does not force replication.

QUESTION NO: 6

Your company's networ k consists of two domains:contoso.com and sales.contoso.com. The contoso.com domain
containsthree Domain Controllers and one member server. The sales.contoso.com domain isa

new domain that containsone Domain Controller and one member server. You are amember of the Domain
Adminsgroup in sales.contoso.com.

Y ou want sales.contoso.com to contain two Domain Controllers. Which two actions can you take? (Each
correct answer presentsa complete solution. Choose two)

A. Manually install anew server in sales.contoso.com. During the installation process, install the server asa
Domain Controller.

B. Manually install a new member server in sales.contoso.com. After it isinstalled, promote the server to a
Domain Controller.
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C. Move the domain membership of the member server in contoso.com to sales.contoso.com by using System
Propertiesin Control Pandl.

D. Move the domain membership of the Domain Controller in contoso.com to sales.contoso.com by using
System Propertiesin Control Panel.

E. Run DCPromo.exe on the member server in sales.contoso.com and provide credentials of a user in the
Domain Admins group in sales.contoso.com

F.  Run DCPromo.exe on the member server in contoso.com and provide credentials of a user in the Domain
Admins group in contoso.com

Answer: B, E

Explanation:

B: Toinstall anew Domain Controller we must first install a computer as a member server and then promote it
to a Domain Controller. To promote a member server to a Domain Controller, we need to run the Active
Directory installation wizard. We can do this by clicking Start, Run and typing DCPROMO and following the
instructions in the wizard to install Active Directory.

E: We can aso promote an existing member server to a Domain Controller at any time by running the Active
Directory installation wizard.

Incorrect Answers:

A: Manually installing a new server as a Domain Controller during the server installation process was used on
Windows NT 4.0 Server to install a Domain Controller. This process has changed in Windows 2000. We thus
cannot install Windows 2000 as a Domain Controller during the installation process Instead we must first
install acomputer as a member server and then promote to a Domain Controller.

C: We cannot change the domain membership of a Domain Controller by using the control panel. We can use the
System control panel on a Windows 2000 client to change its domain membership but not to create a Domain
Controller.

D: We cannot change the domain membership of a Domain Controller by using the control panel. To change the
domain membership of a Domain Controller, we would have to demote it to a member server first and then
re-promote it to a Domain Controller in the new domain.

F: To run DCPromo.exe on a member server, you need to be an administrator of that domain, not the parent
domain.

QUESTION NO: 7
You arethe administrator of your company's Windows 2000 network. Their network consists of four domains and

five Active Directory sites. The network is configured as shown in the exhibit. .
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Delaware Site

| |
Mewyork.contoso.com Arizona.confoso.com | J
Marketing.conoso.com

Alabama Site

Each domain contains 500 Windows 2000 Professional computers. Each domain contains Human Resour ces
administratorswho must perform file maintenance on HR member serverslocated in Alabama.

In each domain, you create a global security group for all the HR administratorsin that domain. In
mar keting.contoso.com you create a domain local security group named HRadmins. Then, you add the global
security groups from each domain to HRadmins.

Y ou want to ensurethat only the designated global groups from each domain are members of the HRadmins
group. What should you do?

A. Create a Group Policy Object for marketing.contoso.com that restricts group access to the HRadmins
group.

B. Create an OU name HRservers that contains only the HR member servers, and then create a Group Policy Object
that restricts group access to the HRadmins group.

C. In each domain except marketing.contoso.com, create a Group Policy Object that restricts group access to the
HRadmins group.

D. In each domain, create a Group Policy Object that restricts group access to the global security group in that
domain.

Answer: A

Explanation: We can use the Restricted Groups option in group policy to restrict membership of agroup. The
Restricted Groups option controls two group settings. These are Members and Membersof.  If someone else tries
tojoin arestricted group, they will be removed by group policy. Likewise, if someone’s name is missing from the
group, the name will be re-entered by the group policy. The Restricted Groups policy also restricts
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which groups the restricted group can be a member of. For example, if arestricted global group isamember of a
domain local group, the restricted groups policy will enforce that group membership.

Incorrect Answers:

B: Placing the HR serversinto an OU will not restrict access to the group.

C: Inthis scenario the Restricted Groups policy must be placed in the marketing.contoso.com domain and not
the other domains since HRAdminsisadomain local group of the marketing.contoso.com domain.

D: In this scenario we must restrict access to the domain local group in the marketing.contoso.com domain, not
the global groups.

QUESTION NO: 8

Your company's networ k consists of a single Windows 2000 domain named contoso.com. You are a member of the
Domain Admins group. Employeesin the Northeast region often modify their display settings, which isagainst
company policy.

You link a Group Policy Object named NoDisplay to an OU named NorthEast. The NoDisplay Group Policy
Object removesthe Settingstab from Display in Control Pandl. However, when you attempt to use Display in
Control Panel to change the Display settings on your own computer, the Settingstab isgone.

Y ou want only member s of the Domain Admins group to be ableto use the Settingstab in Display in
Control Panel. Which two cour ses of action can you take?
(Each correct answer presents a complete solution. Choose two)

A. Create a security group named NorthEast, and add all nonadministrative users accountsin the Northeast OU to
the NorthEast group.
Grant only the NorthEast group the apply group policy permissions and the read permission for the
NoDisplay GPO.

B. Create a security group named NorthEast, and add all nonadministrative computer accountsin the
Northeast OU to the NorthEast group.
Grant only the NorthEast group the apply group policy permissions and the read permission for the
NoDisplay GPO.

C. Remove the Domain Admins group from the security list in the NoDisplay GPO.

D. Remove the Creator Owner group from the security list in the NoDisplay GPO.

E. Grant the Domain Admins group the Full Control: Allow permission for the NoDisplay GPO.

F. Grant the Domain Admins group the apply policy:Deny permission for the Nodisplay GPO.

Answer: A, F
Explanation:
A: We want only members of the Domain Admins group to be able to use the Settings tab in Display in Control

Panel therefore the Group Policy Object named NoDisplay must not be applied to the admins group. One
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way isto place al the northeast usersin one group and filter the policy to that group through the use of
permissions. To be affected by a group policy, a user or group heedsto have the Read and Apply Group Policy
permissions. By giving these permissions to everyone in the northeast OU except the admins, we can ensure the
policy does not affect the admins group.

F: Tobeaffected by agroup policy, auser or group needsto have the Read and Apply Group Policy permissions.
Granting the Domain Admins group the deny permission for the group policy object will stop the policy applying
to them. The deny permission overrides all other permissions on the group policy that  the members of the Domain
Admins group might have in other security contexts.

Incorrect Answers:
B: Adding all nonadministrative computer accounts to the security group named NorthEast, and granting only

the northeast group the apply group policy permissions and the read permission for the NoDisplay Group Policy
Object will apply the policy on a computer basis and not a user basis. In other words, the policy will affect the
computers. Members of the Domain Admins group will not see the tab on computers that have been affected by
the policy while all userswill be able to access the tab on should they log on to computers that have not been
affected by the policy.

C: The default for a GPO isto apply to the authenticated users group. The Domain Admins group is a member group
of this group. Therefore the policy would apply to them as well.

D: Removing the Creator Owner group from the security list in the NoDisplay Group Policy Object will not
prevent the policy from being applied to the admins group.

E: A user or group needs to have the Read and Apply Group Policy permissions to be affected by a group policy
therefore we need to deny the admins apply permission to the GPO, not allow it.

QUESTION NO: 9

You arethe administrator of your company's Windows 2000 networ k. The company hastwo officesthat are
connected by a WAN link. Each officeis configured as an Active Directory site. Both company offices share an
Active Directory application. During business hours, the application gener ates lar ge amounts of changesin
Active Directory.

Y ou need to reduce the amount of WAN bandwidth used by these changes during business hours. What
should you do?

A. Configure the intrasite replication topology generation to occur less frequently during business hours.
B. Enable slow link detection in the Default Domain Group Policy Object (GPO)

C. Enable dow link detection in the Default Domain Controllers Group Policy Object (GPO)

D. Configureintersite replication to occur less frequently during business hours.

Answer: D
Explanation: A siteis comprised of one or more Internet Protocol (1P) subnets that are tied together by high- speed
and reliable connections. We can configure the replication schedule over site links. Replication between
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sitesis called intersite replication. Furthermore, by reducing the replication frequency during business, we will
reduce the competition for resources and network bandwidth.

Incorrect Answers:

A: Intrasite refersto replication within a site. Thistype of replication does not make use of the WAN connection.
Configuring replication within asite to occur less frequently will thus not reduce network traffic across the WAN
and so will not affect WAN bandwidth. Instead, we should configure intersite replication  to reduce the
bandwidth being used by the WAN link.

B: Slow link detection is a mechanism used by Active Directory to determine the application of group policy. This
mechanism is not used to reduce the network traffic by reducing the frequency of replication.

C: Slow link detection is a mechanism used by Active Directory to determine the application of group policy. This
mechanism is not used to reduce the network traffic by reducing the frequency of replication.

QUESTION NO: 10
You areamember of Enterprise Adminsgroup in your company's network. The company officein Dublin hasits
own organizational unit (OU) named Dublin.

You hire Sophieasa LAN administrator for the Dublin office. Sophie needsto create user accountsin the
Dublin OU. You do not want Sophieto have per missionsto make any other changesto Active Directory.

In the Active Directory Usersand Computer s snap-in, you need to assign appropriate per missions entriesfor
the Dublin OU. You need to decide wher e these per missions should be applied.

Which option should you choose?

A. The Child objects only option.

B. The Thisobject and all child objects option.
C. The User objects option.

D. The Organizational Unit objects option.

Answer: B

Explanation: Sophie needs to be able to create user accountsin the Dublin OU only. She must not have permissions to
make any other changes to Active Directory. We therefore need to restrict her permissionsin the Dublin OU and any
child OUs that may be added in the future. We can accomplish this by applying the appropriate permissions to the object
and to its child objects.

Incorrect Answers:
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A: Applying the appropriate permissions to the child objects only will prevent Sophie from creating objectsin any
child OUs; however, this restriction will be applied at the level of the child objects only. Sophie will therefore
still not be able to create objects in the Dublin OU.

C: Thisisabit of atrick question. Sophie needs to be able to create user accounts so that it is easy to think the
permissions must be applied to the User objects. The question is asking where the permissions should be applied,
not what they should be applied on. We need to restrict her access in the Dublin OU.

D: Sophie needs the appropriate permissions only in the Dublin OU. We must thus restrict her accessto the Dublin
OU only, and not all OUs.

QUESTION NO: 11

You arethe administrator of your company's Windows 2000 networ k. The network containsa UNIX server that is
running BIND DNS and three Windows 2000 Domain Controllers. The Domain Controllers have DNSinstalled and
are configured with Active Directory integrated zones. On the Windows 2000 DNS Domain Controllers, zone
transfersarerestricted to name serversfor the domain.

You need to add the UNI X server asa backup DNS server and configurereplication so that the data on the
server isupdated automatically.

What should you do?

A. Onthe UNIX server, create a secondary zone for the domain, and then change the SOA (Start of authority) record
for the domain to the UNIX server.

B. On the UNIX server, create a secondary zone for the domain, and then add the UNIX server to thelist of name
servers.

C. Onthe UNIX server, create a standard primary zone.
On aWindows 2000 Domain Controller, add the UNIX server to the list of name servers, and then
configure notifications to point to the UNIX server.

D. On the UNIX server, create a standard primary zone.
On aWindows 2000 Domain Controller, convert the Active Directory integrated zone to a secondary zone
and direct it to the UNIX server to zone transfers.

Answer: B
Explanation: To ensure automatic zone replication, the UNIX server must have a secondary zone for the domain. It must
also be added to the authorized list on the Windows 2000 servers.

Incorrect Answers:
A: The start of authority (SOA) record will not allow the server to pull zone data from the Windows 2000

servers. The SOA record should not be placed on a secondary DNS server.
C: The UNIX server needs a secondary zone, not a primary, as the UNIX servers are required as backup DNS

SEIVErsS.
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