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| mplementing and Administering Security in a
Microsoft Windows 2000 Networ k

Exam Code: 070-214

Certifications:

Microsoft Certified (M CP)
Microsoft Certified Systems Administrator (MCSA) Elective
Microsoft Certified Systems Engineer (M CSE) Elective

Prerequisites:
None

About This Study Guide

This Study Guide is based on the current pool of exam questions for the 070-214 - Implementing and
Administering Security in a Microsoft Windows 2000 Network. As such it provides all the information

required to pass the Microsoft MCSE 070-214 exam and is organized around the specific skillsthat are

tested in the exam. Thus, the information contained in this Study Guide is specific to the 070-214 exam and
does not represent a complete reference work. This Study Guide also includes the information required to
answer questions related to the implementing and administering security in networks with Windows NT 4.0
and Windows 98 that may be asked during the exam. Topics covered in this Study Guide includes
Implementing, Managing, and Troubleshooting Baseline Security: Configuring security templates, registry
and file system permissions, account policies, audit policies, user rights assignment, security options, system
services, restricted groups, and event logs, deploying security templates, troubleshooting security template
problems, configuring additional security based on computer roles, and configuring additional security for
client-computer operating systems by using Group Policy; Implementing, Managing, and Troubleshooting
Service Packs and Security Updates: Determining the current status of service packs and security updates,
Installing service packs and security updates, managing service packs and security updates, and

troubl eshooting the deployment of service packs and security updates; Implementing, Managing, and
Troubleshooting Secure Communication Channels: configuring IPSec to secure communication between
networks and hosts, configuring 1PSec authentication, appropriate encryption levels, and the appropriate

IPSec protocol, deploying and managing |1PSec certificates, troubleshooting 1PSec, implement security for
wireless networks, configuring public and private wireless LANS, wireless encryption levels, and wireless
network connection settings on client computers, configuring Server Message Block (SMB) signing to
support packet authentication and integrity, deploying and manage SSL certificates, obtaining public and
private certificates, installing certificates for SSL, and renewing certificates, and configuring SSL to secure
communication channels; Configuring, Managing, and Troubleshooting Authentication and Remote Access
Security: configuring and troubleshooting authentication in mixed Windows client-computer environments,
configuring the interoperability of Kerberos authentication with UNIX computers, configuring
authentication for extranet scenarios, trust relationships and members of non-trusted domain authentication,
configuring and troubl eshooting authentication for Web users, configuring authentication for secure remote
access, configuring and troubleshooting virtual private network (VPN) protocols, and managing client-
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computer configuration for remote access security; Implementing and Managing a Public Key Infrastructure
(PKI) and Encrypting File System (EFS): installing and configuring Certificate Authority (CA) hierarchies,
installing and configuring the root, intermediate, and issuing CA, configuring certificate templates.
Considerationsinclude LDAP queries, HTTP queries, and third-party CAs, configuring the publication of
Certificate Revocation Lists (CRLS), configuring public key Group Policy, configuring certificate renewal
and enrolment, and deploying certificates to users, computers, and CAs, managing Certificate Authorities
(CAs), enrolling and renewing certificates, revoking certificates, managing and troubleshooting Certificate
Revocation Lists (CRLS), backing up and restoring the CA, manage client-computer and server certificates,
publishing certificates through Active Folder, issuing certificates using MMC, Web enrolment,
programmatic, or auto enrolment using Windows X P, and recovering KM S-issued keys, and manage and
troubleshoot EFS; and Monitoring and Responding to Security Incidents: configuring and managing
auditing, managing audit log retention., analyzing security events, responding to security incidents, isolating
and containing the incident, implementing counter measures and restoring services.

Although there is an overlap of material in this Study Guide and the Chinatag 070-210, 070-215, 070-216,
070-217, 070-218, and 070-220 Study Guides, the relevant information from those Study Guides are
included in this Study Guide. Thisis thus the only Study Guide you will require to pass the MCSE 070-214
exam.

Intended Audience

This Study Guide istargeted specifically at people who wish to take the Microsoft MCSE exam 070-214 -
Implementing and Administering Security in a Microsoft Windows 2000 Network. The information in this
Study Guide is specific to the exam. It is not a complete reference work. Although our Study Guides are
aimed at new comers to the world of 1T, the concepts dealt with in this Study Guide are complex and require
an understanding of material provided for the MCSA / MCSE exam: 070-210 - Installing, Configuring, and
Administering Microsoft Windows 2000 Professional and the MCSA / MCSE exam 070-215 - Installing,
Configuring, and Administering Microsoft Windows 2000 Server.

How To Use This Study Guide
To benefit from this Study Guide we recommend that you:

» Study each chapter carefully until you fully understand the information. Thiswill require regular and
disciplined work. Where possible, attempt to implement the information in alab setup. Although thereis
afair amount of overlap between this Study Guide, the Chinatag 070-210 Study Guide, the Chinatag
070-215 Study Guide, the Chinatag 070-216 Study Guide, the Chinatag 070-217 Study Guide, the

Chinatag 070-218 Study Guide and the Chinatag 070-220 Study Guide. We would not advise skimming
over the information that seems familiar. Instead, read over it again to refresh your memory.

« Peformadl labsthat are included in this Study Guide to gain practical experience, referring back to the

text so that you understand the information better. Remember, it is easier to understand how tasks are
performed by practicing those tasks rather than trying to memorize each step.
» Besurethat you have studied and understand the entire Study Guide before you take the exam.

Note: Remember to pay specia attention to these note boxes as they contain
important additional information that is specific to the exam.

Good luck!
www.chinatag.com
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1. Group Policy

Group Palicy isthe primary configuration management tool for Microsoft Windows networks. It determines
which software is available to users, the appearance of the desktop, and what operating system features are
enabled. Because of this, you can use Group Policy as a security mechanism. Group Policy can restrict
dangerous operating system features to prevent well-meaning users from accidentally damaging their
computers configurations. It can also limit access to configuration tools and software that malicious users
can use to hack into other computers and carry out awide variety of attacks. However, because Group

Policy is primarily a centra configuration management tool rather than a security feature, it has a number of
security limitations.

Group Policy is a package of settings files, scripts, and installation files that create a specific computer
configuration for groups of users or computers based on their membershipsin organizationa units (OUs), or
their locations at specific sites, campuses, or facilities. Group Policy can also be used to configure specia
reguirements for specific computers. Group Policy settings are stored in Group Policy Objects (GPOSs).

GPOs are packages of filesthat are interpreted on the client computers to which the GPO islinked. GPOs
are stored as folders and files in the Domain Controller’s SYSVOL share and are automatically replicated
among Domain Controllers. These GPOs must be linked to Active Directory containers, i.e., domains,
organizational units, and/or sites, to take effect.

A business’ organizational structure creates a natural environment for the deployment of software and the
configuration of computers. Users within a specific OU are likely to require access to the same software
applications and network resources, while users within another OU might require accessto a different set of
software applications and network resources. Windows 2000 domains can also be used to enforce security
boundaries between departments in organizations where security is of paramount concern. Domains, OUs,
and sites are adl Active Directory containers.

Whether these divisions are modeled as domains or OUS, the AuivePinectonyGontaners

application of Group Policy remains the same: you configure a g?“\’e D“'b‘?CtO"Yh containers areh Active
Group Policy Object (GPO), then you link the GPO to an Active A”@“’W objects that can contain other

. . . ) ctive Directory objects such as users,
Directory container to apply_ the Group Policy settingsto all the computers, and other subordinate Active
computers within that container when they are booted and to al Directory containers.

users within that container when they log on to the network.

Using this deployment mechanism, administrators can use Group Policy as an automated means of :
+ Controlling desktop configurations;

» Deploying software applications; device drivers; and software updates and patches,

» Managing the options and features of software applications; and

» Deploying startup and logon scripts to map network drives and printers and perform other repetitive
tasks.

A specific GPO can be linked to a number of Active Directory objects. You can link a GPO to a domain or
Oou:

*  When you create a GPO from within an Active Directory object’s Properties dialog box, the Windows
2000 creates a link between the GPO and the Active Directory object;

www.chinatag.com
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» By using the Active Directory Users And Computer s management console in Administrative Tools,

you can manually link a GPO to an Active Directory object on the Group Policy tab in the Active
Directory object’sPr operties dialog box.

Y ou can link a GPO to a site by using the Sites And Ser vices management console in Administrative
Tools.

1.1 The Structure of Group Palicy Objects

1.1.1 Physical Structure

Group Palicy isimplemented by a number of components called Group Policy client-side extensions. Each
extension interprets the specific files stored in the GPO in Active Directory that pertain to it and makes

various changes to the client based on the settings contained in the GPO. The various Group Policy client-
side extensions manage:

Folder redirection;

Disk quotas;

Scripts;

* Security;

Encrypting File System (EFS) recovery;
Application management;

Internet Explorer settings,

Registry settings; and

IP security.

The Group Policy client-side extension that manages registry settings to modify the behavior of the
operating system is configured through .adm files, which contain information about registry keys, their
available settings, and their location within the Group Policy namespace. Two .adm files are especialy
important: Inetres.adm, which controls Internet Explorer registry settings, and System.adm, which controls
Windows settings. Conf.adm, which controls NetM eeting configuration, is aso included by default.
Administrators can aso create their own .adm files. These files are stored within each GPO’s\ADM folder
in SYSVOL. In the case of Local GPOs, all Group Palicy files, including .adm files, are stored within the
%SystemRoot%\system32\GroupPolicy folder.

Group Policy folders within a Domain Controller’s SYSVOL directory are named using an automatically
generated globally uniqueidentifier (GUID). Each GUID is unique among Domain Controllers anywhere
in the world. Therefore, when two organizations and their Active Directory directories merge, their Group
Policy folders will not cause conflicts because they have different identifiers.

1.1.2 Logical Structure
By default, every GPO has two components:

A Computer Configuration component, which is applied to every user of acomputer when the
computer is booted, and before anyone logs on. Y ou can use this component to manage how a computer
will behave no matter who islogged on.

www.chinatag.com
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A User Configuration component, which is applied, based on the identity of the logged on user, and it
applies only to that user. Y ou can use this component to manage how specific users are allowed to

operate computers, regardless of which computer they log on to. If a User Configuration setting conflicts
with a Computer Configuration setting, the Computer Configuration setting takes precedence unless the
User Configuration policy has been flagged, indicating that it is not to be overridden.

Both Computer Configuration and User Configuration policies have three major divisions:

A Softwar e Settings component, which contains settings extensions provided primarily by independent
software vendors for software installation.

A Windows Settings component, which contains settings that apply to Windows 2000, as well as
startup/shutdown scripts in Computer Configuration or logon/logoff scriptsin User Configuration. This,
which contains most of the settings that are security specific.

An Administrative Templates component, which can be extended by administrators using .adm files,
and contains settings that modify the behavior of Internet Explorer, Windows Explorer, and other
programs.

To optimize speed with which GPOs are loaded, and to minimize network traffic, it is recommended that
you separate your GPOs into those that affect computer configuration and those that affect
vesrfiguration and disable the unnecessary portion by clicking the Properties button on the Group Policy
tab and selecting the Disable Computer Configuration Settings or the Disable User Configuration
Settings check box. This practice will separate User Configuration settings from Computer Configuration
settings and will speed the application of Group Policy because, if a policy contains both sets of settings, it
must be |oaded twice, and for each load, half of the policy will not apply.

1.2 Local and Active Directory Group Policy

1.2.1 Local Group Palicy

A local GPO isa GPO that is stored locally on the client computer rather than downloaded from a Domain
Controller. Because local GPOs are stored locally, they are always available, even when the computer has
no connection to the network or is not amember of a domain. When Windows 2000 starts, local GPOs are
applied first. Local GPOs are normally used to control settings on computers that are not part of adomain or
are unable to contact the domain, but they can be used on any computer regardless of its domain
membership. After local Group Policy settings are applied, computers that are members of a domain then
download GPOs from Domain Controllers based on the computer’s membership in adomain, site, or OU,
and apply those settings. Because local GPOs are applied first, their settings are frequently overridden by
domain Group Policy settings.

1.2.2 Active Directory Group Policy
Every GPO has two components:

A Computer Configuration portion that is applied before anyone logs on.
A User Configuration portion that is applied based on the identity of the logged on user.

After Windows applies local Group Poalicy to computersin a domain when they start, it downloads the
Computer Configuration portion of any GPOs from Active Directory that apply to them. It then applies the
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Computer Configuration portion of all GPOs before displaying the logon prompt. When users log on, the
processis repeated for the User Configuration portion of the same set of GPOs.

1.3 Group Palicy Application Order

By default, L ocal Group Policy isapplied first, followed by site-linked GPOs; and then domain-linked
and OU-linked GPOs. Domain- linked and OU-linked GPOs are downloaded and applied in hierarchical
order from parent to child within the Active Directory structure. Unless a GPO is specifically set not to

alow overrides, Group Policy settings automatically override the same Group Policy settings applied by
earlier GPOs. Therefore, it is good practice to construct Group Policy settings that are more specific and
more restrictive as you descend through the Active Directory container hierarchy.

In the Properties dialog box for an Active Directory object, you can change the order in which GPOs are
applied to the object by modifying their order in the Group Policy list. GPOs listed lowest are applied first
followed. Thus, the GPOs at the bottom of the list have the least effect because they are overridden by the
settings in GPOs listed above them. To change the order in which GPOs are applied, select a specific GPO
and then use the up and Down buttons to move it to the position you want.

Y ou can flag a GPO to allow no overrides from subsequently applied GPOs. Thisfeature is extremely useful
for enforcing security within a single GPO. By containing security-related Group Policy settings within a
single GPO and setting that GPO to disable policy override, you need not worry about the application order
of GPOs or about other GPOs that might apply to a specific Active Directory object. To prevent subsequent
GPOs from overriding a GPO, click the Options button on the Group Poalicy tab of the Active Directory
object’sProperties dialog box, and select the No Override check box.

The administrator can also modify the application order of GPOs for any Active Directory container. By
modifying the application order, administrators can prioritize certain GPOs to ensure that their settings will
override other GPOs, or flag a GPO to prevent its settings from being overridden no matter when it is

applied.

1.4 Delegating Group Policy M anagement

In large organizations, administrative control over Group Policy can be delegated on a per-domain or per-
OU basis. When administrative control is delegated for portions of Active Directory, you must restrict
administrators from modifying GPOs that are outside of their authority. Because an administrator must have
both Read and Write access to modify a GPO, you can restrict access by changing permissions to remove
Write access for GPOs outside an administrator’s authority.

1.5 Filtering Group Policy Application

Users are normally assigned to asingle OU. User policies are also assigned on a per-OU basis. However,
some users within the OU, such as power users or subordinate administrators, might require different
security settings. To separate users within an OU so that different GPOs are applied to them, you can either
create subordinate OUs, applying the various GPOs to those subordinate OUs rather than to the parent OU,
or you can filter the application of a Group Policy setting by using permissions.

A GPO can be applied to auser only if the user has Read and Apply Group Policy permissions to the
object. By default, Authenticated User s inherit these rights for all GPOs. Y ou can prevent the application
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of a GPO to a user or group of users by creating a specific Deny Access Control Entry in the Group Policy
Object’s access control list (ACL). ACLs are used to determine which users can access a specific secured
resource such asafile or folder.

However, while Group Policy filtering is effective, it is best practice to create additional subordinate OUs
and control the assignment of GPOs through links to those additional Active Directory objects. Itis
recommended that you use Group Policy filtering only in those cases when you cannot apply Group Policy
the way you want using additional Active Directory container objects and linking, such as when the GPO is
far up the Active Directory hierarchy and you do not have administrative rights to move the GPO to a more
appropriate location.

Itiscrucial that you test Group Policy application whenever you create or modify a GPO, or when you

suspect that your GPO is not completely effective. To do this, create atest user account within the OU top
which the GPO is applied and then log on to your computer using the test user account to test the
effectiveness of the GPO.

1.6 Configuring Client Computer Security Policy

Group Policy is most appropriately used to prevent users from reconfiguring the operation of their
computers. In most enterprises, workers usually use arelatively small set of software applications, defined
by the kind of work they perform. Group Policy can be used to restrict the number of software applications
that are available to a group of users as defined by their job requirements. Group Policy implements this
restriction by matching the name of the software application against an alowed list. However, restricting
access to certain software applications does not prevent a user from downloading a similar program and
running it to obtain the same functionality.

Y ou can use Group Palicy to control the behavior of I nternet Explorer. Group Policy restrictions for
Internet Explorer are contained in two placesin the Group Policy namespace:

\User Configuration\Windows Settings\I nternet Explorer Maintenance, which controls home page and
other URLS, Security Zone settings, content rating settings, and other such “pre-deployment” settings;
and

\User Configuration\Administrative Templates\\Windows Components\Internet Explorer, which alows
you to disable components of the Internet Explorer user interface, such as menu items, Properties dialog
boxes, and options.

To fully secure Internet browsing, you should use Group Policy to direct your internal users through a proxy
server that can check the HTTP protocol for errors and restricting access to sites that are dangerous. The
primary security purpose of controlling Internet Explorer settingsis to prevent users from bypassing the

proxy server to browse the Web directly. For organizations whose security policy does not require a proxy
server, you can control Internet Explorer security settings to prevent users from changing security zone
restrictions that could enable dangerous content like ActiveX controls from Web sites that you do not trust.

1.7 Troubleshooting Group Policy Application
Users can encounter a number of relatively routine problems when working with Group Policy. Typical
problems with Group Policy application include:

» Unexpected or unintended results;
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» Incomplete application of policy; and
» Lack of policy application.

In a properly functioning network, these problems usually occur because multiple GPOs are being applied
and it is not obvious which policy has priority for a specific setting. Other possible causes are a client

computer that cannot resolve the name of a Domain Controller or that does not have proper accessto a GPO
or SYSVOL share. Typical solutions to Group Policy problemsinclude:

« Verifying that the client has properly configured DNS settings and can resolve the name of the Domain

Controller responsible for storing the Group Policy;
» Verifying that the user or computer account is contained within the Active Directory container that is

linked to the GPO;
» Verifying that a previously applied policy is not set to No Override; and

» Verifying that the user has Read and Apply permissions for the GPO.

Also, larger networks are likely to experience Group Policy problems due to replication of GPOs, while
more complex Active Directory structures can take significantly more time to analyze when an attempt is
made to determine which specific GPO contains a particular setting.

Y ou can solve most of these Group Policy problems by:
« Confirming that replication is occurring correctly and that the Group Policy is the same across Domain

Controllers;
» Ensuring than individual GPOs are kept small so that they replicate quickly among sites;

» Ensuring that the user has Read and Apply permissions for the GPO using Userenv.log;
» Verifying that Windows 2000 is not attempting to apply a Windows NT 4 policy to the client; and
» Refreshing al types of Group Policy extensions by rebooting the computer and logging on again.

In addition, severa side effects can occur in the Group Policy application of networks that are in the process
of amigration from Windows NT 4 domains to Windows 2000 domains. These include the following:
+ If the computer isrunning Windows NT 4, it receives Windows NT 4 system policy rather than the

Windows 2000 Computer Configuration portion of Group Policy;
« If Windows NT 4 based Domain Controllers manage a user account, that user account receives Windows

NT 4 system policy rather than the Windows 2000 User Configuration portion of a GPO, regardless of
the client operating system; and

« If Active Directory manages the user account, the user receives the User Configuration portion of a GPO
no matter which operating systemisinstalled on the client computer.

To avoid problems, you should upgrade all user accounts to Active Directory as quickly as possible by
upgrading resource domains to Windows 2000. Update Windows NT Backup Domain Controllers (BDCs)
to Windows 2000 as quickly as possible after that. Also, do not upgrade the Windows NT clientsto
Windows 2000 until all Domain Controllers have been upgraded to Windows 2000. Finadly, use Regini.exe
to clean theregistry of the computer that has residual system policy problems as Windows NT 4 system
policy permanently altersthe registry of Windows NT computers.
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