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Installing, Configuring, and Administering
Microsoft Windows 2000 Professional

Exam Code: 070-210

Certifications:

Microsoft Certified Professional (MCP)

Microsoft Certified Systems Administrator (MCSA) Core
Microsoft Certified Systems Engineer (MCSE) Core
About This Study Guide

This Study Guide provides all the information required to pass the Microsoft 70-210 exam — Installing,
Configuring, and Administering Microsoft Windows 2000 Professional. It however, does not represent a
complete reference work but is organized around the specific skills that are tested in the exam. Thus, the
information contained Study Guide is specific to the 70-210 exam and not to Windows 2000 Professional. It
includes the information required to answer questions related to Windows 2000 Server and Windows NT
that may be asked during the exam. Topics covered in this Study Guide includes installing Windows 2000
Professional; implementing and conducting administration of resources; implementing, managing, and
troubleshooting hardware devices and drivers; monitoring and optimizing system performance and
reliability; configuring and troubleshooting the desktop environment; implementing, managing, and
troubleshooting network protocols and services; and implementing, monitoring, and troubleshooting security.

Intended Audience

This Study Guide is targeted specifically at people who wish to take the Microsoft MCSE exam 70-210,
Installing, Configuring, and Administering Microsoft Windows 2000 Professional. This information in this
Study Guide is specific to the exam and is not a complete reference work. Although our Study Guides are
aimed at new comers to the world of IT, the concepts dealt with in the exam, and consequently in this Study
Guide are rather complex. We therefore suggest that a sound knowledge of CompTIA’s A+, N+ and Server+
course work material would be advantageous.

How To Use This Study Guide
To obtain maximum benefit from this Study Guide we recommend that you:

e Study each chapter carefully until you fully understand the information. This will require regular and
disciplined work

Note: Remember to pay special attention to these note boxes as they contain important
additional information that is specific to the exam.

e Perform all labs that are included in this Study Guide to gain practical experience, referring back to the
text so that you better understand the information. Remember, it is easier to understand how tasks are
performed by practicing those tasks rather than trying to memorize each step.
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e Be sure that you have studied and understand the entire Study Guide before you take the exam.

Good luck!
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1. Installing and Deploying Windows 2000 Professional

You can install Windows 2000 directly from the CD-Rom or from a network share. The Windows 2000
installation process consists of four stages:

Stage 1: Hard Drive Preparation. In text mode Setup checks the hard drive for consistency and errors. It
allows you to format and create the Windows 2000 partition if you need to and copies setup files to the
hard drive. Setup then reboots the computer.

Stage 2: Setup Wizard. The graphical user interface Setup Wizard gathers information from you; such as
regional settings, your name and organization, the Windows 2000 CD-key, and computer name. Creates
the local Administrator user account and requests a password for it.

Stage 3: Installing Network Components. After the Setup Wizard has gathered the necessary information
from you in Stage 2, it begins the network components installation. It detects your network adapter card;
allows you to choose which network components, such as the network client, file and printer sharing and
protocols, to install; allows you to join a workgroup or domain; and installs the components you have
chosen.

Stage 4: Completing the installation. The Setup Wizard completes the installation by installing the start-
menu items and applying and saving the configuration settings you chose in the previous stages. It then
deletes the temporary setup files and reboots the computer.

1.1 System Requirements
Before installing Windows 2000 Professional, you must ensure that the computer meets the minimum
system requirements as indicated in Tablel.1.

TABLE 1.1: Windows 2000 Professional System Requirements

Hardware Minimum requirement
Processor Pentium 133 MHz
Memory 64 MB Ram
Hard disk space 2 GB with 650 MB free space (1 GB free space recommended)
Networking Network adapter card
Display Video display adapter card and VGA monitor
I/O devices Keyboard and mouse or other pointing device

Note: Windows 2000 Professional offers support for a maximum of 2 processors and a
maximum of 4 GB Ram

1.2 Installing Windows 2000 from the CD-Rom
When installing Windows 2000 Professional from the CD-Rom you can either boot directly from the CD-
Rom or, if your computer system does not support booting from the CD-Rom, you can create boot disks.

1.2.1 Booting from the CD-Rom.

In your system BIOS set the CD-Rom drive as the First Bootable Device. This is usually set in the BIOS
Feature Setup. While you are in the BIOS Setup you should also check that Boot Sector Virus Protection is
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disabled. The Boot Sector Virus protection prevents any attempt that is made to write to the hard drive’s
boot sector or partition table. When BIOS detects an attempt to write to the boot sector it stops the computer
and display an error message. The Windows 2000 Setup program must write to the boot sector, therefore the
Boot Sector Virus Protection must be disabled.

Once you have configured the BIOS, place the Windows 2000 Professional Installation disk in the CD-Rom
drive and reboot the computer. During the boot process you will be prompted to press any key to boot from
CD-Rom. Once you have pressed a key the Installation of Windows 2000 Professional will begin.

1.2.2. Booting from boot disks.

If your computer system does not support booting from the CD-Rom, you will have to create boot disks on a
computer that has an operating system installed on it already. On the Windows 2000 Professional
Installation CD is a folder named bootdisk that contains a file named makeboot.exe. This file is used to
create the Windows 2000 boot disks, a process that requires 4 high density floppy disks that can then be
used to boot the computer and will load the drivers required to access the CD-Rom drive.

Note: Boot disks operate in a 16-bit DOS mode environment. You therefore cannot use
winnt32.exe to install Windows 2000 Professional as winnt32.exe is 32-bit application.
You must use winnt.exe, which is the 16-bit equivalent of winnt32.exe, instead.

1.3 Installing Windows 2000 over the network

To install Windows 2000 Professional over the network you must copy the i386 folder from the Windows
2000 Professional Installation CD to a shared folder on the network. You must also ensure that the computer
can connect to the network share when it is booted. To be able to boot to the network share the computer
must have a PXE compliant network adapter. If the computer cannot be booted over the network you will
have to create a network boot disk for the computer. A boot disk can be created by using the rbfg.exe utility.
If you must use a boot disk to boot the computer, you will have to run winnt.exe to install Windows 2000
Professional. Boot disks operate in a 16-bit DOS mode environment. You therefore cannot use winnt32.exe
to install Windows 2000 Professional as winnt32.exe is 32-bit application.

1.4 Performing an unattended installation.
Microsoft allows for the automated installation of Windows 2000 through unattended installations. There are
three mechanisms through which an unattended installation can be performed. These are through:

e unattended answer files;
o disk imaging using the System Preparation Tool; and

e remote Installation Services

1.4.1 Using an unattended answer file.

The first mechanism you can use to perform an unattended installation of Windows 2000 Professional is to
use an answer file (See FIG1.1). An answer file is an automated script that supply’s the Windows 2000
Setup program with all the information it would require during the installation.
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You can use Setup Manager to create and modify an ; '_IDI x|

answer file. Setup Manager is located in the deploy.cab Fle Edk Formst  Helbp

file in the support/tools folder on the Windows 2000 [Unattanded] =]
Professional Installation CD and can be extracted to |L.Ina.1:tn.=,'nd:ﬂ pde =Fullunattandad

your computer by double-clicking on the deploy.cab file. ~ [PEMPreinstall=po"

This will display the files contained in the deploy.cab I;?qgmmp%;m:égﬂgztmﬁ

file. Right-click on the files and select Extract on the

menu that pops up. [usarpata]

pops up ProductIDsTEST~K1NG~-BREZ-NT 20
Fullname="uUsar Mama"
You can use Setup Manager to create an answer file for orgiame="grganization MName"

an unattended installation, a sysprep install, and for a  [-OWPUTErHamas="COMPUTER_NAME"
Remote Installation Services. You can also choose the [Guilnattended]

level of automation. This can be: adirinPassword="Password"
Autologon=yes
e Provide Defaults: The answer file provides defaults  JAUTOLOGONCOUMT <1

that the user can see and allows the user to accept or Timszong=004
change these settings during the installation. [eisplay]

. . : [BitsPerrel=8
e Fully Automated: No input is required from the [<Rresolution=800

user and the user cannot alter any of the settings. YRes0IuTioN=600
wiefresh=75

o Hide Pages: All pages that the answer file provides

. metworkin
answers for are hidden from the user. 1[ n?t all Defgahcgm ponents=yes
e Read Only: The user can view any of the answers [Tdentificatian]
on the pages that are not hidden but cannot change  |Joinworkgroup="workgroup” =]

them. FIG1.1: An example of an answer file. (NOTE the

e GUI Attended: The first stage of the installation is ProductID in the UserData section and the VRefersh rate
; . . in the Display sect
automated but the user must supply the information tn the Display section)
required by the Setup Wizard during the graphical user interface stage (stages 2 and 3) of the installation.

Note: When creating a Fully Automated answer file, you must include all the information
the Setup Wizard requires during the Installation this includes Product key, which must
be specified in the ProductID variable in the UserData portion of the answer file. (See
FIG1.1) If the ProductID is missing the installation is stopped during the graphical user
interface stage and the following error message is displayed:

Unattended Setup is unable to continue because a Setup parameter
specified by your system administrator or computer manufacturer is
missing or invalid.

1.4.2 Using the System Preparation tool (disk imaging).

With disk imaging it is possible to install and configure Windows 2000 Professional and all the applications
and application update packs on a test computer and then create an exact image of the hard drive that can
then be used to install Windows 2000 Professional and the applications on other client computers. These
computers that will become recipients of the disk image installation are also referred to as target computers.

During an installation that uses disk imaging, the source files on Windows 2000 Professional Installation

CD are not used, except for the initial installation on the test computer. In other words, you would not be
using winnt.exe or winnt32.exe to install the disk image on the target computers and thus will not run the
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Windows 2000 Setup program. Therefore, you will not be detecting the hardware devices and installing the
appropriate drivers on the target computers. As a result, all the target computers must have the same
hardware configuration as the test computer. You will also have to change the computer name of all the
target computers as each computer on the network must have a unique name.

Microsoft has created a System Preparation tool (Sysprep.exe) which solves some of the problems
associated with disk imaging. You would use the Sysprep, after installing and configuring Windows 2000
Professional, the applications and application update packages on a test computer, to prepare the computer
of disk imaging. You would then run the disk imaging program after Sysprep has completed. Sysprep adds a
mini-Setup Wizard to the disk image that will request the user-specific information such as productID, user
name, network configuration, etc, on the first reboot of the target computer. This information can either be
supplied by the user or by an answer file.

When using answer file with the sysprep tool, a Sysprep folder must be created on the %systemdrive%s of the
test computer or a Sysprep.inf file must be created and saved to a floppy disk that must be inserted at the
beginning of the mini-Setup Wizard. The Sysprep folder that is created on the target computer when the disk
image is copied is automatically deleted when the mini-Setup Wizard is completed.

Sysprep can also be used to force the target computer to perform Plug and Play detection and to install the
correct device drivers on the first reboot of the target computer; however, the target computer and the test
computer must have identical hard disk controllers and compatible Hardware Abstraction Layers. The
—pnp switch is used to force the target computer to detect its hardware configuration on its first reboot. A
full list of Sysprep switches are listed in Table 1.2.

TABLE 1.2: System Preparation Tool Switches

Switch Description
-reboot Restarts the test computer rather than allowing it to shut down after
sysprep.exe is completed.
-quiet Mini-Setup runs without user input. Requires an answer file.
-pnp Forces Plug and Play detection on the target computer.
-nosidgen Does not regenerate the SIDs on the target computers.

1.4.3 Using Remote Installation Services (RIS)

Remote Installation is the process of connecting to Remote Installation Services (RIS) server from a target
computer and then performing an automated installation of Windows 2000 Professional on the target
computer. This is the most effective method of deploying Windows 2000 Professional. Remote Installation
allows administrators to install Windows 2000 Professional on client (target) computers throughout a
network from a central location. It however requires that your network has a Windows 2000 server
infrastructure in place and that the client computers support remote booting. A list of network services that
the RIS server requires is listed in Tabel.3.

TABLE 1.3: Network services required by RIS
Network Service Reasons for RIS Requirement

DNS Service Required for locating the Active Directory directory service and
client computer accounts
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DHCP Service Required for supplying IP addresses to client computers
Active Directory Required for locating existing client computers and existing
directory services RIS servers

1.4.3.1 Setting up the RIS server

To set up a RIS server, you must install RIS on a NTFS partition that is at least 2GB size and that does not
contain the operating system, i.e. the boot partition, and is not the system partition, i.e. the startup partition,
by running the RIS Setup Wizard. And you must specify a Remote Installation Folder that cannot be on a
Distributed File System (Dfs) shared folder or on an Encrypting File System (EFS) volume.

The RIS creates and uses CD-based images and disk images. The process of creating the disk image is
similar to the process required when using the sysprep tool; first install and configure Windows 2000
Professional on a test computer, install and configure your applications, apply application update packs and
then use the Riprep utility to create a Riprep image. Unlike the Sysprep tool, however, RIS creates its own
disk images and does not require third party software. The Riprep utility automatically removes the test
computer’s SID from the image and creates an answer file based on the configuration of the operating
system on the test computer.

1.4.3.2 Client requirements for Remote Installation

To deploy the image on the client computers, the client computers must be able to connect to the RIS server
by booting from the network adapter card. To do this the client computer requires a P-compliant network
adapter, which has a special chip that supports network booting. If the computer does not have a PXE-
compliant network adapter card, you must use the Rbfg.exe file to make network a boot disk for the
computer. The network boot disk can then be used to simulate the PXE boot process.

In addition, the user account that will be used to perform the installation must be assigned the right to
‘Logon as a batch job’ and must be assigned permissions to create computer accounts in the domain that
they will be joining.

1.4.4 Deploying Software applications

1.4.4.1 Overview

In Windows 2000 you can use a Group Policy Object (GPO) in GROUP POLICY
conjuncthn w1th.Wind0ws Installer to automate and manage ..o policy and Organizational Units are
software installations, updates and removal from a centralized ,cjated to the Administration and
location. Group Policy can be used to assign the software management of 2 Windows 2000 network.
application to a group of users that are organized into a unit (an  They are covered in detail in the TestKing

Organizational Unit) and allow you to manage the various phases ~ Study Guide 70-217: Implementing and
of software deployment Administering a Microsoft Windows 2000

Directory Services Infrastructure exam and
in the TestKing Study Guide 70-218:
There are four phases of software deployment: Managing a Microsoft Windows 2000
Network Environment. For the 70-210

e Preparation: preparing the files that allows you to use Group  cxam you are not required to understand
Policy to deploy the application software. This involves the intricacies of these tools. Therefore it

copying the Windows Installer package files to a software  will not be discussed in detail here.
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distribution point. The Windows Installer application files can be obtained from the application’s vendor
or can be created through the use of third-party utilities.

e Deployment: the administrator creates a Group Policy Object (GPO) that installs the software on the
target computers and links the GPO to the appropriate Organizational Unit. During this phase the
software is installed.

e Maintenance: the software is upgraded with a new version or redeployed with a patch or a service pack.

e Removal: to remove software that is no longer required, you must remove the Windows installer
package from the GPO that was used to deploy the software. The software is then automatically removed
when a user log on or when the computer restarts.

1.4.4.2 Windows Installer

Windows Installer consists of Windows Installer service, which is a client-side service, and Windows
Installer package. Windows Installer package uses the .msi file extension and contains all the information
that Windows Installer services requires to install the software. The software developer provides the
Windows Installer package with the application. If a Windows Installer package does not come with an
application, you can create a Windows Installer package or repackage the application, using a third-party
utility. Alternatively you could create an application file (.zap) that uses the application’s existing setup
program. A .zap file is not a native Windows Installer package.

Advantages of using Native Windows Installer packages:

e Automatic File Repair when a critical application file becomes corrupt. The application automatically
returns to the installation source to retrieve a new copy of the file.

e Clean Removal without leaving orphaned files and without deleting shared files used by another
application.

e Transformable. You can customize a Windows Installer package to meet the requirements set by your
company by using authoring and repackaging tools. Transformed Windows Installer packages are
identified by the .mst file extension.

e Patches. Patches and upgrades can be applied to the installed applications. These patches use the .msp
file extension.

Note: A .zap file is not a native Windows Installer package and does not offer the same
benefits as Windows Installer packages. It therefore does not support automatic
repairing and cannot be transformed.

1.5 Upgrading to Windows 2000 Professional

You can upgrade all earlier Windows operating systems, with the exception of Windows 3.1, Windows for
Workgroups 3.1 and Windows NT Workstation 3.5, directly to Windows 2000. Windows 3.1 must first be
upgraded to Windows 95 or Windows 98 and can then be upgraded to Windows 2000 Professional.
Windows for Workgroups 3.1 and Windows NT Workstation 3.5 must first be upgrade to Windows NT
Workstation 3.5.1 or Windows NT Workstation 4.0 and can then be upgraded to Windows 2000
Professional.
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TABLE 1.4: Windows 2000 Professional Upgrade Paths

Operating System Upgrade Path
Windows 3.1 First upgrade to Windows 95 or Windows 98 and
then Windows 2000 Professional
Windows for Workgroups 3.1 First upgrade to Windows NT Workstation 3.5.1

or Windows NT Workstation 4.0 and then
Windows 2000 Professional

Windows 95 Windows 2000 Professional
Windows 98 Windows 2000 Professional
Windows NT Workstation 3.5 First upgrade to Windows NT Workstation 3.5.1

or Windows NT Workstation 4.0 and then
Windows 2000 Professional

Windows NT Workstation 3.5.1 Windows 2000 Professional
Windows NT Workstation 4.0 Windows 2000 Professional

You can use Windows 2000 to generate an upgrade compatibility report that can be used to check whether
the devices and drivers on the existing operating system are compatible with Windows 2000. You can
generate this compatibility report by running the winnt32 /checkupgradeonly command or the
Chkupgrd.exe utility, which runs the Windows 2000 Readiness Analyzer but must be downloaded from
Microsoft website. The /checkupgradeonly switch of the for winnt32 command runs the first part of the
Windows 2000 Setup program and checks only for compatible hardware and software. For a full list of
winnt32 switches, see Table 1.5 and for a full list of winnt switches see Table 1.6.

TABLE 1.5: WINNT32 switches

Switch Description
Checks the computer for upgrade compatibility with

/checkupgradeonly Windows 2000
/copydir;folder name Creates a folder in the systemroot folder (which

contains the Windows 2000 system files).

/copysource:folder name Creates a folder in the systemroot folder. Files created
with /copysource are automatically deleted after the
installation is completed.

/emd: command_line Specifies a command to be run before the final phase of
Setup.

/cmdcons Adds a Recovery Console option to the operating
system selection screen.

/debug[level] [:file_name] Creates a debug log at the specified level.

/m:folder _name Specifies that Setup must copy replacement files from
another location and to look for files in that location
first.

/makelocalsource Specifies that Setup must copy all installation files to
the hard drive.
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/noreboot Prevents Setup from rebooting the computer following
the file copy phase. This enables a command to be
entered by the user prior to completing setup.

/s:source_path Specifies the source location of Windows 2000
installation files.

/syspart:drive_letter Copies Setup startup files to a hard disk and marks the
drive as active. You can then install the drive on
another computer. When you start that computer, Setup
starts at the next phase. This requires use of the
/tempdrive switch.

/tempdrive:drive letter Specifies a drive to contain temporary setup files and
installs Windows 2000 on that drive.

/unattend [number][:answer file] Performs an unattended installation using an answer
file that provides your custom specifications to the
Setup program.

/udfid[udf file] Indicates an identifier (ID) that Setup uses to specify
how a Uniqueness Database File (UDF) modifies an
answer file.

TABLE 1.6: WINNT switches

/a Enables accessibility options

/e[:command] Specifies a command to be executed at the end of
Setup's GUI mode.

/t[:folder] Specifies an optional folder to be installed on the hade
drive. Setup retains the folder.

/rx[:folder] Specifies an optional folder to be installed on the hade
drive. Setup deletes the folder after installation

/s[:sourcepath] Specifies the source location of Windows 2000 files.

Nt[:tempdrive] Specifies a drive to contain temporary setup files.

/u[:answer file] Performs an unattended installation using an answer

file that provides your custom specifications to the
Setup program. This requires the /s switch.

/udfiid[,UDF file] Indicates an identifier (ID) that Setup uses to specify
how a Uniqueness Database File (UDF) modifies an
answer file.
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1.6 Deploying Service Packs

Windows 2000 Professional supports the integration of service-packs called slipstreaming, so service packs
can be integrated with the Windows 2000 Professional installation files. This allows you to keep an image of
the operating system. When Windows 2000 Professional is installed from this image, the appropriate files
from the service pack are also installed. To apply a new service pack, run the update.exe file from the
service pack with the /s/ip switch. This will replace the existing Windows 2000 files with the appropriate
files from the service pack.

You can also apply a service pack to computers that are already running Windows 2000 by running the
update.exe file. This replaces the existing Windows 2000 files with the appropriate files from the service
pack

1.7 The Windows 2000 Professional Boot Process

1.7.1 Files Used in the Boot Process

A Windows 2000 Intel-based boot sequence requires a number of files. A list of these files, their appropriate
locations and the stages of the boot process associated with each file are listed in Table 1.7

Note: Systemroot represents the path to your Windows 2000 installation folder, which by
default is C:\Winnt

TABLE 1.7 Files Used in the Windows 2000 Boot Process

File Location Boot stage
Ntldr System partition root (C:\ ) Preboot and boot
Boot.ini System partition root Boot
Bootsect.dos System partition root Boot (optional)
Ntdetect.com System partition root Boot
Ntbootdd.sys System partition root Boot (optional)
Ntoskrnl.exe systemroof\System32 Kernel load
Hal.dll systemroof\System32 Kernel load
System systemroof\System32\Config Kernel initialization
Device drivers systemroot\System32\Drivers Kernel initialization

Note: The string %osystemroot% represents the folder in the boot partition that contains the
Windows 2000 system files.

1.7.1.1 Preboot Sequence
During startup, a Windows 2000-based computer initializes the boot portion of the hard disk and the preboot
sequence begins. This sequence consists of four steps:

e The computer runs power-on self test (POST) process to determine the amount of physical memory; and
e The hardware components are present.
e [f the computer has a Plug and Play (BIOS), enumeration and configuration of hardware devices occurs.

e The computer BIOS locates the boot device and loads and runs the master boot record (MBR).
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Note: Windows 2000 modifies the boot sector during installation so that Ntldr loads
during system startup. Therefore you should disable the Boot Sector Virus Protection in
your BIOS Setup.

1.7.1.2 Boot Sequence

After the computer loads Ntldr into memory, the boot sequence gathers information about hardware and
drivers in preparation for the Windows 2000 load phases. The boot sequence uses the following files: Ntldr,
Boot.ini, Bootsect.dos (optional), Ntdetect.com, and Ntoskrnl.exe.

The boot sequence also has four phases:

Initial Boot Loader During the initial boot loader phase, Ntldr switches the microprocessor from real
mode to 32-bit flat memory mode, which Ntldr requires. Then, Ntldr starts the appropriate the minifile
system drivers. The minifile system drivers are built into Ntldr so that Ntldr can find and load Windows
2000 from partitions formatted with either the FAT or NTFS file system.

Operating System Selection During the boot sequence, Ntldr reads the Boot.ini file. If multiple
operating systems are supported on the computer in the Boot.ini file, then the Please Select The
Operating System To Start screen appears, allowing you to select the operating system that should be
loaded within a specified time before loading the default operating system. If no Boot.ini file is present,
Ntldrattempts to load Windows 2000 from the Winnt folder on the first partition of the first disk. This is
usually C:\Winnt.

Hardware Detection On Intel-based computers, Ntdetect.com and Ntoskrnl.exe perform hardware
detection. Ntdetect.com executes if Windows 2000 should be loads. Ntdetect.com collects a list of
installed hardware components and returns this list to Ntldr for later inclusion in the registry under the
HKEY LOCAL MACHINE\HARDWARE key.

Configuration Selection After Ntldr starts loading Windows 2000 and collects hardware information;
the operating system loader process displays the Hardware Profile/Configuration Recovery Menu
screen, which contains a list of the hardware profiles that have been created on the computer, if more that
one hard profile exists on the computer. The first hardware profile is highlighted. You can press the
Down arrow key to select another profile. You can also press L to invoke the Last Known Good
Configuration option.

1.7.1.3 Kernel Load

After the configuration selection, Ntoskrnl.exe, the Windows 2000 kernel loads and initializes. Ntoskrnl.exe
also loads and initializes device drivers and loads services. If you press Enter when the Hardware
Profile/Configuration Recovery Menu screen displays, or if Ntldr makes the selection automatically, the
computer enters the kernel load phase. The screen clears and a series of white rectangles appears across the
bottom of the screen. During the kernel load phase, Ntldr:

Loads Ntoskrnl.exe but does not initialize it.
Loads the hardware abstraction layer file (Hal.dll).
Loads the HKEY LOCAL_ MACHINE\SYSTEM registry key.

Selects the control set required to initialize the computer.
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e Loads device drivers with a value of 0x0 for the Start entry. These are typically low-level hardware
device drivers, such as those for a hard disk.

1.7.1.4 Kernel Initialization

When the kernel load phase is complete, the kernel initializes and takes control from Ntldr. The system
displays a graphical screen with a status bar that indicates load status. During the kernel initialization stage
four tasks are performed:

e The Hardware key is created.
e The Clone control set is created.
e Device drivers are loaded and initialized.

e Services are started.

1.7.1.5 Logon

The logon process begins at the end of the kernel initialization phase, when the Win32 subsystem
automatically starts Winlogon.exe, which starts Local Security Authority (Lsass.exe) and displays the Logon
dialog box. This allows you to log on while Windows 2000 initializes the network device drivers.

Note: Windows 2000 startup is not considered successful until a user logs on at the
computer. After a logon, the system automatically copies the Clone control set to the
LastKnownGood control set making the current control set the Last Known Good
Configuration.

1.8 The Boot.ini File
The Boot.ini file is a hidden file that the Windows 2000 Setup program saves in the active partition when
you install Windows 2000 Professional. Ntldr uses information in the Boot.ini file to display the Please

Select The Operating System To Start menu, from which you select the operating system that should be
loaded.

R & BODT.INI - Notepad m=E
1.8.1 Components of the Boot.ini File e e H|p =
The Boot.ini file includes two sections, [Boot Loader] [Eoot Loader] =

timeout=30

and [Operating Systems] (See FIG1.2). The [Boot default=multiCo)diskolrdisk (LIpartitian(2d WINNT
Loader] section of a Boot.ini file contains the specified :
erating Systems]

. . [oper : -
time that the Please Select The Operating System To muqtﬂg)c_h sk(oyrdiskLopartition(2)y
. . . WINNT="Microsoft Windows 2000
Start menu is displayed and the default operating |professional” /fastdetect
system that should be loaded if no selection is made  |ruiticoydisk(@rdiskLopartitionCl)\ wINNT="yindows
e . . . D skabion
within the specified time. The [Operating Systems]  [version 4.00
section of the Boot.ini file contains a list of all the  [miticoidisk(oirdiskpartitionIO\ WINNT="windows
arvear

operating systems that are installed on the computer. workstation 4.00 [vGA mode]” sbasevideo /sos

C:% ="Previous Operating System on C:""

1.8.2 ARC Paths =
During installation, Windows 2000 generates the piG) 5. 4 typical Boot.ini file. NOTE the ARC path)
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Boot.ini file, which contains Advanced RISC Computing (ARC) paths pointing to the computer's boot
partition.

TABLE 1.8: ARC Path Naming Conventions
Convention Description

multi(x) | sesi(x) The hardware adapter or disk controller. Use scsi only to
indicate a SCSI controller on which SCSI BIOS is not enabled.
All other hardware adapter or disk controllers use multi. (x)
represents a number that indicates the load order of the hardware
adapter. The hardware adapter first to load and initialize receives

number 0.
Disk(y) The SCSI ID. For multi, this value (y) is always 0
Rdisk(z) A number (z) that identifies the disk and starts with (0).
Partition(a) A number (a) that identifies the partition. Partition numbers start
with (1)

1.8.3 Boot.ini Switches
You can add a variety of switches to the entries in the [Operating Systems] section of the Boot.ini file to
provide additional functionality. Table 1.9 lists some of these switches.

1.9 Advanced Boot Options
The Windows 2000 advanced boot options include Safe Mode, Enable Boot Logging, Enable VGA Mode,
Last Known Good Configuration, Directory Services Restore Mode, and Debugging Mode.

TABLE 1.9: Boot.ini Switches

Switch Description

/basevideo Boots the computer using the standard VGA video driver.

/fastdetect=[comx | Disables serial mouse detection. Without a port specification, this

comx, ),z | switch disables peripheral detection on all COM ports. By
default, this switch is included in every entry in the Boot.ini file.

/maxmem:n Specifies the amount of RAM that the operating system should
use.

/noguiboot Boots the computer without displaying the graphical boot status
screen.

/sos Displays the device driver names as they are loading.

Safe Mode can be used if your computer does not start properly. Pressing F8 during the operating
system selection phase displays a screen with advanced options for booting Windows 2000. If you select
Safe Mode, Windows 2000 loads only basic files and drivers that are required to support the operating
system. If your computer does not start using safe mode, you can try Windows 2000 Automatic System
Recovery. You can also choose Safe Mode With Networking, which is the same as Safe Mode except
that it adds the drivers and services required to enable network access, and Safe Mode With Command
Prompt, which is the same as Safe Mode except when the computer restarts, it displays a command
prompt.
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e Enable Boot Logging logs the loading and initialization of drivers and services in the ntbtlog.txt file,
which is located in the windir folder and can be used for troubleshooting boot problems.

e Enable VGA Mode option starts Windows 2000 with a basic VGA driver.

e Last Known Good Configuration starts Windows 2000 using the registry information that Windows
2000 saved after the last successful startup of Windows 2000. Windows 2000 startup is not considered
successful until a user logs on at the computer. After a logon, the system automatically copies the Clone
control set to the LastKnownGood control set making the current control set the Last Known Good
Configuration

1.9.1 The Recovery Console
The Recovery Console is a command-line interface that can be used to perform a variety of troubleshooting
and recovery tasks, including

e Starting and stopping services;
e Reading and writing data on a local drive; and

e Formatting hard disks.

1.9.1.1 Installing and Starting the Recovery Console
You can install the Recovery Console from the Windows 2000 Professional Installation CD by running the
winnt32 command with the /cmdcons switch from the command prompt. After Recovery Console is
installed, you can access it from the Please Select Operating System To Start menu. You can also use the
Windows 2000 Professional Installation CD to start your computer and then select the Recovery Console
option when you are prompted to choose repair options.

1.9.1.2 Using the Recovery Console

The Recovery Console provides you with a limited set of dos-based administrative commands that you can
use to repair your Windows 2000 installation. A list of the Recovery Console commands is shown in Table
1.10.

TABLE 1.10: Recovery Console Commands

Chdir (cd) Displays the name of the current folder or changes the current
folder

Chkdsk Checks a hard drive and displays a status report

Copy Copies a single file from a stiffy drive or CD-Rom drive to the
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Delete (del)
Dir
Disable
Enable
Exit
Fdisk
Fixboot
Fixmbr
Format
Help
Listsvc

Mkdir (md)
Rmdir (rd)
Rename (ren)
Systemroot

Type
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hard drive

Deletes one or more files

Displays a list of files and subfolders in a folder

Disables a system service or a device driver

Starts or enables a system service or a device driver

Exits the Recovery Console and restarts your computer
Manages partitions on your hard disks

Writes a new partition boot sector onto the system partition
Repairs the master boot record of the partition boot sector
Formats a disk

Lists all of the Recovery Console commands

Lists the device drivers and services that are currently installed
on the computer

Creates a folder
Deletes a folder
Renames a single file

Sets the current folder to the systemroot folder of the system
that you are currently logged on to

Displays a text file
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