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QUESTION NO: 1 DRAG DROP

Drop

| Match each sensor characteristic on the left with the sensor placement location on the right.

requires immediate response to alarms Sensor on the outside

has a higher probability of genarating false positives

does not detectinternal attacks

compliments FW by monitoning for malicious actvity Sansor on the inside

monitors traffic permitted by firewall

has a lower probability of generating false positives.

CHINATAG

Answer:

| Match each sensor characteristic on the left with the sensor placement location on the right. |

requires immediate response to alarms Sensor on the outside

compliments FW by monitoning for maliclous activity |

hars @ higher probability of generating false positives

has a higher probability of genarating false positives

peipt celest el sede does not detectintemel attacks
compliments FYW by maonitoring for malicious activity Sansor on the inside
monitors traffic parmitted by firewall
monitors traffic parmittad Dy firewall

has & lower probability of generating false positives

has & lower probability of generating false positives

requires immediate response o ake CHINATAG
a1

Explanation:

[ Match each sensor characteristic on the left with the sensor placement location on the right.

requirgs immediate response o alams Sensol on the outsade

cornplments FW by monitonng for malicious actvity

has a higher probability of gensrating falee positives
| has & highes probabiiiby of generating false positves

does nol detectintomal sitacks | does not detect intermal atacks

compliments FWW by monitonng for malclows activity Sansor on the inside

LTS Al penmmmed Dy fiewal

micnitars traffic penmited by firenall

has & lowwer probability of generating fakse posines

has 8 lower probability of generating false positives racuires immadialks rasponza o E H | HATA G
|

@ www.chinatag.com



642-533

QUESTION NO: 2

What is the best way to mitigate the risk that executable-code exploits will perform malicious acts
such as erasing your hard drive?

A. assign blocking actions to signatures that are controlled by the State engine

B. assign deny actions to signatures that are controlled by the Trojan engines

C. assign the TCP reset action to signatures that are controlled by the Normalizer engine
D. enable blocking

E. enable application policy enforcement

Answer: B

QUESTION NO: 3

Which type of signature engine is best suited for creating custom signatures that inspect data at
Layer 5 and above?

A. Service
B. AIC

C. String
D. Sweep
E. Flood

F. ATOMIC

Answer: A

QUESTION NO: 4

Refer to the exhibit. As an administrator, you need to change the Event Action and Event Count
settings for signature 1108 in the sigl instance. Which of the following should you select to view
and change the required parameters?
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A. Miscellaneous tab

B. Signature Variables tab
C. Actions button

D. Edit button

Answer: D

QUESTION NO: 5

You would like to investigate an incident and have already enabled the Log Pair Packets action on
various signatures being triggered. What should you do next?

A. Use CLI to send the IP log to a PC using TFTP, then open it with Notepad to view and interpret
the contents.

B. Use Cisco IDM to download the IP log to a management station then use a packet analyzer like
Ethereal to decode the IP log.

C. Use the External Product Interface feature to download the IP log to Cisco Security MARS for
incident investigation.

D. Use Cisco Security Manager to retrieve the IP log then use the Cisco Security Manager IPS
Manager to decode the IP log.

E. Use Cisco IEV to retrieve the IP log then use the IEV Generate Reports function to produce a
report based on the IP log content.

Answer: B
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QUESTION NO: 6

Which signature action or actions should be selected to cause the attacker's traffic flow to
terminate when the Cisco IPS Sensor is operating in promiscuous mode?

A. deny attacker

B. reset tcp connection

C. deny connection

D. deny packet

E. deny packet, reset tcp connection

F. deny connection, reset tcp connection

Answer: B

QUESTION NO: 7

You are using Cisco IDM. What precaution must you keep in mind when adding, editing, or
deleting allowed hosts on a Cisco IPS Sensor?

A. You must not allow entire subnets to access the Cisco IPS Sensor

B. You must not delete the IP address used for remote management.

C. When using access lists to permit remote access, you must specify the direction of allowed
communications.

D. You can only configure the allowed hosts using the CLI.

E. You must use an inverse mask, such as 10.0.2.0 0.0.0.255, for the specified network mask for
the IP address.

Answer: B

QUESTION NO: 8

Which action does the copy /erase ftp://172.26.26.1/sensor_config01 current-config command
perform?

A. erases the sensor_config01 file on the FTP server and replaces it with the current configuration
file from the Cisco IPS Sensor

B. merges the source configuration file with the current configuration

C. copies and saves the running configuration to the FTP server and replaces it with the source
configuration file

D. overwrites the backup configuration and applies the source configuration file to the system
default configuration
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Answer: D

QUESTION NO: 9

Refer to the exhibit. Which interfaces are assigned to an inline VLAN pair?

& Edit Virthal Sensor

Wirtual Senaor Mams! wel

Sanadure Dafinltion Policy: m
Event Action Ruses Polcy ——
Anamaly Detaction Policy: a0 =]
AD Operational Mode m

Infine TCP- Seesion Tracking Mode: ;V,:u,; Sarmoe _:_j
Description %deraul! irliesl sensor
Aivadiable Fleratas

Giyabd Elherm i

al; % | it
CijabiEtharre B2 Promizcissis interiacs Yas Azzign
GigabidEthernslilg Promiscuous terface Yes
e
L84 I Cancal | Hef

A. GigabitEthernet0/1 with GigabitEthernet0/3
B. None in this virtual sensor

C. GigabitEthernet0/1 with GigabitEthernet0/2
D. GigabitEthernet0/2 with GigabitEthernet0/3

Answer: B

QUESTION NO: 10

Which character must precede a variable to indicate that you are using a variable rather than a
string?

A. percent sign
B. asterisk

C. dollar sign
D. pound sign
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E. ampersand

Answer: C
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