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QUESTION 1
Which two technologies can secure the control plane of the Cisco router? (Choose two.)

A. BPDU protection
B. role-based access control
C. routing protocol authentication
D. CPPr

Answer: CD

QUESTION 2
Cisco Secure Access Control Server (ACS) is a highly scalable, high-performance access control server
that provides a comprehensive identity networking solution. Which of these statements is correct regarding
user setup on ACS 4.0?

A. Users are assigned to the default group.
B. A user can belong to more than one group.
C. The username can contain characters such as "#" and "?".
D. The settings at the group level override the settings configured at the user level

Answer: A

QUESTION 3
Please study the exhibit carefully, and then answer the following question: .
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Refer to the appropriate SDM screen(s), which two statements correctly describe the Cisco IOS Zone-
Based Firewall configuration? (Choose two)

A. The "reset" action is applied to any HTTP request sourced from the "in" zone and destined to the "out"
zone, which also has a request Uniform Resource Identifier (URI) that is greater than 500 bytes is
length.

B. The "inspect" action is applied to Internet Control Message Protocol (ICMP) traffic sourced from the
"in"zone and destined to the "out" zone.

C. The "http-policy" inspection policy map is applied to all HTTP and HTTPS traffic sourced from the "in"
zone and destined to the "out" zone.

D. The "testpm" inspection policy map is applied to the inout zone-pair.

Answer: AD

QUESTION 4
Refer to the appropriate SDM screen(s), what is the User Datagram Protocol (UDP) idle time set for any
HTTP traffic that is sourced from the "in" zone and destined to the "out" zone?
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A. 10 seconds
B. 15 seconds
C. 30 seconds
D. 35 seconds

Answer: D

QUESTION 5
Refer to the appropriate SDM screen(s), what is the reason that outside hosts can't initiate Telnet (port 23)
traffic to the 172.16.1.10 inside host?
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A. The implicit deny access control list (ACL) entry on the inbound ACL is applied to the outside interface.
B. Static NAT is not correctly enabled to translate the 172.16.1.10 inside host address.
C. There is no zone-based firewall policy applied to the traffic sourced from the "out" zone and destined to

the "in" zone.
D. The implicit deny acces control list (ACL) entry on the inbound ACL is applied to the outside interface.

Answer: C

QUESTION 6
Which two category types are associated with 5.x signature use in Cisco IOS IPS? (Choose two.)

A. basic
B. advanced
C. attack-drop
D. built-in
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Answer: AB

QUESTION 7
Select two issues that you should consider when implementing IOS Firewall IDS. (Choose two)

A. The memory usage
B. The number of DMZs
C. The signature coverage
D. The number of router interfaces

Answer: AC

QUESTION 8
You are the Cisco Configuration Assistant in your company. Which command is used to support 802.1X
guest VLAN functionality based on the following configuration?

A. aaa authorization network default group radius
B. aaa authentication dotlx default group radius
C. aaa accounting dotlx default start-stop group radius
D. aaa accounting system default start-stop group radius

Answer: A

QUESTION 9
You are in change of Securing Networks Cisco Routers and Switches in your company. Why is the Cisco
IOS Firewall authentication proxy not working based on the following configuration? 

aaa new model
aaa authentication login default group tacacs
aaa authentication auth-proxy default group tacacs+ 
aaa accounting auth-proxy default start-stop group tacacs+ enable password
TeSt_123
ip auto-proxy name pxy http
ip auto-proxy auth-proxy-banner
interface Ethernet0/1
  ip address 192.168.1.1 255.255.255.0
  ip auto-proxy pxy
no ip http server
tacacs-server host 192.168.123.14
tacacs-server key Cisco
[Output omitted]

A. The aaa authentication auth-proxy default group tacacs+ command is missing
B. The router local username and password database is not configured.
C. You forgot to enable HTTP server and AAA authentication
D. Cisco IOS authentication proxy not support TACACS+,

Answer: C
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QUESTION 10
Which advantage can be obtained by implementing the Cisco IOS Firewall feature?

A. provides data leakage protection capabilities
B. integrates multiprotocol routing with security policy enforcement
C. is easily deployed and managed by the Cisco Adaptive Security Device Manager
D. acts primarily as a dedicated firewall device

Answer: B
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