www.chinatag.com

s N
Y ARG W
3 7 o
Y .
¥y, " el
o

642-504

Securing Networks with Cisco Routers and Switches

Q&A

DEMO Version

Copyright (c) 2011 Chinatag LLC. All rights reserved.



Important Note
Please Read Carefully

For demonstration purpose only, this free version Chinatag study guide contains 10 full length questions selected
from our full version products which have more than 200 questions each.

This Study guide has been carefully written and compiled by Chinatag certification experts. It is designed to help you
learn the concepts behind the questions rather than be a strict memorization tool. Repeated readings will increase
your comprehension.

For promotion purposes, all PDF files are not encrypted. Feel free to distribute copies among your friends and let
them know Chinatag website.

Study Tips

This product will provide you questions and answers along with detailed explanations carefully compiled and written
by our experts. Try to understand the concepts behind the questions instead of cramming the questions. Go through
the entire document at least twice so that you make sure that you are not missing anything.

Latest Version

We are constantly reviewing our products. New material is added and old material is revised. Free updates are
available for 90 days after the purchase. You should check the products page on the http://www.chinatag.com
website for an update 3-4 days before the scheduled exam date.

Please tell us what you think of our products. We appreciate both positive and critical comments as your feedback
helps us improve future versions. Feedback on specific questions should be send to feedback@chinatag.com.

Thanks for purchasing our products and look forward to supplying you with all your Certification training needs.

Good studying!

Technical and Support Team
Chinatag LLC.

Leading the way in IT testing and certification tools, www.chinatag.com



http://www.chinatag.com/
mailto:feedback@testking.com

642-504

QUESTION 1
Which two technologies can secure the control plane of the Cisco router? (Choose two.)

A. BPDU protection

B. role-based access control

C. routing protocol authentication
D. CPPr

Answer: CD

QUESTION 2

Cisco Secure Access Control Server (ACS) is a highly scalable, high-performance access control server
that provides a comprehensive identity networking solution. Which of these statements is correct regarding
user setup on ACS 4.07?

A. Users are assigned to the default group.

B. A user can belong to more than one group.

C. The username can contain characters such as "#" and "?".

D. The settings at the group level override the settings configured at the user level

Answer: A

QUESTION 3
Please study the exhibit carefully, and then answer the following question: .
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Heins Eorfanie e ‘ Refresh Save Search Help
About Your Router Host Name: Ri

~ Hardware More .. Software Maore ..
o —
] Model Type: Cigeo 2811 105 Version: 12402473
Available / Total Memory{MB): TErZ56 MB SDM Version: 2.8
Cisco 2811

Total Flash Capacity:

"- Interfaces and Connections = Down (11)

Total Supported LAN: 2 Total Supported WAN: G
Configured LAN Imerface: 2 Total WAN Connections: I}
DHCP Server: Mot Configured

3y Firewall Policies

out-zone sdm-permit-icmpreply

sdm-zp-out-self out-zone self sdm-permit
sdm-Zp-in-out in-zZone out-zone sdm-inspect
& Up (m
IPSec (Site-to-Site): 0 GRE over IPSec: I}
Xauth Login Required: 0 Easy VPN Remote: 0
MNo. of DMVPN Clients: a No. of Active VPN Clients: a
No. of Static Route; 1 Total Active Signatures: 44948
[ynamic Routing Protocols: Mane Ho. of IPS-enabled Interfaces: 2
Signature Version; 24516.0
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@ . Fe Y = a 2 MIMIT
@ b ‘ {é} Cnfigure . Menitor ‘ Refrash Save Search Help CISCO

Additional Tasks

E=-75 Router Properties HTTP Protocol Application Service Groups Add.. | Edit... I Delete
-8 Router Access

----- @ Secure Device Provisioning Class Map Mame lJsed By
-] DHCP hitp-url-length hitp-url-lenath

= Dynamic DNS Methods

-1 ACL Editar

i % Portto Application Mappingg
Zone Pairs

iretall and ACL

{18 asa

[:l rn
fﬁ' Local Pools
----- = Router Provisioning
""" g BO21x Details of Class Map: http-url-length
B3 C3PL
EI‘E FPalicy Map ltern Mame Itermn Walue
: 2053 Policy Map Request
Frotocol Inspection FPart Mizuse Dizsahled
Application Inspection| JUR| Length = GO0
B3 Class Map Response
=l QoS Class Map Reg-Resp
-2 Inspection Pratocal Vialation Disahled

Bl Deep Packet Inspectid

E-1 Parameter Map

EI‘E Configuration Management
3 Config Editor

p Resetto factory default
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? ]

Hefle-sh Save Search Help CIsCO

Canfigure tanitar

Action Rule Options
Service
@ any EE permit Firawal
tcp
udp
£]2  Unmatched Traffic E3 Permit ACL
sdm-permit [ out-zone to self)
£l Unmatched Traffic i@ Drop
E--"sdm-inspect(in-znne to out-zone)
1 _'l 100 @ any @ Drop Log
s 285,255,255.255 - any
llllll # 127.0.0.0/0.255.255,255 - = any
Lo 10.0.0.0/0.0.0.255 - = any
""" 2 @ any @@ any sdm-cls-insp-traffic g Permit Firgwall
...... 3 @ any @@ any http % Permit Firgwall
....... 4 EB192168.100 10000 hittp % Permit Firswal Optians
HTTFP Application I...
5 @ any & any h3z3 ﬁ Fermit Firewal
...... ey
=ip
""" £]6  Unmatched Traffic B2 Permit ACL
{ | {111} >

Rule Flovy Diagram

Additional T:

self ﬁmnm-mne

Apply Changes | Discard Changes |
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@ Hare {ﬁé Configure faonitor
Lr-" -

a Additional Tasks

E-#5 Router Properties

H-{8 Router Access

----- &5 Secure Device Provisioning
& DHCP

-5 DNE

----- a8 Dynamic DNS Methads
-] ACL Editor

- Portto Application Mappingd
&g Zone Pairs

-8 Local Pools
..... & Router Provisioning

-l G108 Policy Map
- Protocol Inspection

-1 Application Inspection

-1 Deep Packet Inspectis
B3 Parameter Map

-

Ciuzlity of

o Regular Expression
I':'Iﬁ Configuration Management
- Config Editar

P Resetto factory default

Additional Tasks

Refresh Save Search

‘ @ wl Q

Inspect Settings Parameter Maps

dtfier]s
cisco

Add. | Edit. | Delete

Farameter Map Mame
TESTPM

Used By

Details of Parameter Map: TESTEM

ltern Mame Item Walue
Alert on

Audit trail Off

TCF Syn-wait timeout 30

TP Fin-wait timeout a

TCP idle timeout 300

LIDF idle timeout 34

DS timeout a

ICMP idle timeout 10
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. ﬁ . a | Q 2 afia]i
@ KR @ o blositer Refresh Save Search Help CISCO

"4 Additional Tasks

-5 Router Properties
B8 Router Access

----- & Secure Device Provisioning - — -
B DHCP | Zone Pair | Saurce | Diestination | Falicy

fﬁ‘ OME sdm-zp-self-out self out-zone sdm-permiticmpr
..... = Dynamic DME Methods som-zp-out-self out-zone self sdrm-perrmit
E-{_] ACL Editar som-Zp-in-out In-Zone out-zone TESTEM

-~ Portto Application Mappings

Zone Pairs add..|  Eat.|  Delste

' Local Pools
----- & Router Provisioning

B3 C3PL

B3 Policy Map

% ZoS Paolicy Map
Protocal Inspection

Application Inspection

B3l Class Map

= QoS Class Map

Inspection

Ceep Packet Inspectig

B+ Parameter Map

B3 Configuration Managerment

3 Config Editar

P Fesetto factory default

Additional Tasks

<| [ | ;
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@ Hare _ Configure fanitor @ g Q ? " l 7 l i
3 Refresh Save Search Heln CIsSCO
Tasks Additional Tasks

E-#5 Router Propetties |~ | HTTP Policy Maps Add... | Edit.. | Delate
&8 Router Access

----- 5 Secure Device Provisioni Policy Map Mame Description
-1 DHCP

- MG

- ACL Editor
% Portta Application Mappi

&g Zone Pairs

- Local Ponls
..... & Router Provisioning

""" iy 502.1x Details of Policy Map: hitp-url-length

Match Class Mame Action Log

QoS Policy Map http-url-length Jese Disahled
Frotocol Inspectio
2l Application Inspect

Inkrusion Prew

o

[_]..

Ciuality of

Additional Tasks
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@ Horme Canfigure Manitar ) ? (1] I Il I I
Refresh Save Search Help cisco
%3 Additional Tasks

-7 Router Properties Protocol Inspection Policy Maps add.. | Edit. | Delete
B8 Router Access

----- & Secure Device Provisioning Paolicy Map Mame Diescription
- DHCP

-l DNS sdm-permit-icrmpreply
----- = Dynamic DMS Methods sdm-permit
-] ACL Editor sdm-inspect
% Portto Application Mappingg
Zone FPairs

B8 ana
' Local Pools
----- & Router Provisioning

""" S BO2.1x Details of Policy Map: TESTPM

E- a Paolicy Map Match Class Mame Action
----- % Zos Pnllcv Map

Spe
l B+ Apphcatlon Inspectlon
-3l Class Map

{1 Deep Packet Inspectig
B Parameter Map

B Configuration Management
2 Config Editor

d Reset to factory default

Additional

Refer to the appropriate SDM screen(s), which two statements correctly describe the Cisco 10S Zone-
Based Firewall configuration? (Choose two)

A. The "reset" action is applied to any HTTP request sourced from the "in" zone and destined to the "out"
zone, which also has a request Uniform Resource Identifier (URI) that is greater than 500 bytes is
length.

B. The "inspect” action is applied to Internet Control Message Protocol (ICMP) traffic sourced from the
"in"zone and destined to the "out" zone.

C. The "http-policy" inspection policy map is applied to all HTTP and HTTPS traffic sourced from the "in"
zone and destined to the "out" zone.

D. The "testpm" inspection policy map is applied to the inout zone-pair.
Answer: AD
QUESTION 4

Refer to the appropriate SDM screen(s), what is the User Datagram Protocol (UDP) idle time set for any
HTTP traffic that is sourced from the "in" zone and destined to the "out" zone?
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Hofne e AL ‘ Refrash Save Search Help
About Your Router Host Name: Ri

” Hardware More .. Software Maore ..
‘-?’ —
] Model Type: Cigeo 2811 105 Version: 12402473
Available / Total Memory{MB): TErZ56 MB SDM Version: 2.8
Cisco 2811 61 MB

Total Flash Capacity:

Configuration Overview Wigwy Running Config |

"- Interfaces and Connections & | i 1)
Total Supported LAN: 2 Total Supported WAN: G

Configured LAN Imerface: 2 Total WAN Connections: I}
DHCP Server: Mot Configured

3y Firewall Policies

5C g ! | 5 [z
sdm-zp-out-self out-zone self sdm-permit
sdm-Zp-in-out in-zZone out-zone sdm-inspect

IPSec (Site-to-Site): 0 GRE over IPSec: I}
Xauth Login Required: 0 Easy VPN Remote: 0
MNo. of DMVPN Clients: a No. of Active VPN Clients: a
No. of Static Route; 1 Total Active Signatures: 44948
[ynamic Routing Protocols: Mane Ho. of IPS-enabled Interfaces: 2

Signature Version; 24516.0
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@ . Fe Y = a 2 MIMIT
@ b ‘ {é} Cnfigure . Menitor ‘ Refrash Save Search Help CISCO

Additional Tasks

E=-75 Router Properties HTTP Protocol Application Service Groups Add.. | Edit... I Delete
-8 Router Access

----- @ Secure Device Provisioning Class Map Mame lJsed By
-] DHCP hitp-url-length hitp-url-lenath

= Dynamic DNS Methods

-1 ACL Editar

i % Portto Application Mappingg
Zone Pairs

iretall and ACL

{18 asa

[:l rn
fﬁ' Local Pools
----- = Router Provisioning
""" g BO21x Details of Class Map: http-url-length
B3 C3PL
EI‘E FPalicy Map ltern Mame Itermn Walue
: 2053 Policy Map Request
Frotocol Inspection FPart Mizuse Dizsahled
Application Inspection| JUR| Length = GO0
B3 Class Map Response
=l QoS Class Map Reg-Resp
-2 Inspection Pratocal Vialation Disahled

Bl Deep Packet Inspectid

E-1 Parameter Map

EI‘E Configuration Management
3 Config Editor

p Resetto factory default
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Additional T:

Canfigure tanitar

?

Hefle-sh Save Search Help

]
cisco

Action

@ any

£z

Service

Unmatched Traffic
sdm-permit [ out-zone to self)
£l Unmatched Traffic

E--"sdm-inspect(in-znne to out-zone)

1 _q100

4 &8 192.168.10.0

5 @ any

L@ 10.0.0.00.
------ 2 @ any
------ 3 @ any

‘oo 255,255,255.255 - = any
# 127.0.0.0§0,255.255,255 - = any

tcp
udp
@@ any
0.0.255 -= any
@ any sdm-cls-insp-traffic
@ any http
810000 http
@ any a3
skinny
sip

------ £lh Unmatched Traffic

ﬁ Permit Firewall

E3 Permit ACL
@ Drop

@ Drop

g Permit Firewall

% Permit Firewall

% Fermit Firewall Options
HTTF Application I...

ﬁ Permit Firewall

B2 Permit ACL

Rule Options

Log

Rule Flovy Diagram

self ﬁmnm-mne

Apply Changes | Discard Changes |

@ www.chinatag.com

13



File Edit “iew Tools Help

642-504

@ Hare {ﬁé Configure faonitor
Lr-" -

a Additional Tasks

E-#5 Router Properties

H-{8 Router Access

----- &5 Secure Device Provisioning
& DHCP

-5 DNE

----- a8 Dynamic DNS Methads
-] ACL Editor

- Portto Application Mappingd
&g Zone Pairs

-8 Local Pools
..... & Router Provisioning

-l G108 Policy Map
- Protocol Inspection

-1 Application Inspection

-1 Deep Packet Inspectis
B3 Parameter Map

-

Ciuzlity of

o Regular Expression
I':'Iﬁ Configuration Management
- Config Editar

P Resetto factory default

Additional Tasks

Refresh Save Search

‘ @ wl Q

Inspect Settings Parameter Maps

dtfier]s
cisco

Add. | Edit. | Delete

Farameter Map Mame
TESTPM

Used By

Details of Parameter Map: TESTEM

ltern Mame Item Walue
Alert on

Audit trail Off

TCF Syn-wait timeout 30

TP Fin-wait timeout a

TCP idle timeout 300

LIDF idle timeout 34

DS timeout a

ICMP idle timeout 10
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. ﬁ . a | Q 2 afia]i
@ KR @ o blositer Refresh Save Search Help CISCO

"4 Additional Tasks

-5 Router Properties
B8 Router Access

----- & Secure Device Provisioning - — -
B DHCP | Zone Pair | Saurce | Diestination | Falicy

fﬁ‘ OME sdm-zp-self-out self out-zone sdm-permiticmpr
..... = Dynamic DME Methods som-zp-out-self out-zone self sdrm-perrmit
E-{_] ACL Editar som-Zp-in-out In-Zone out-zone TESTEM

-~ Portto Application Mappings

Zone Pairs add..|  Eat.|  Delste

' Local Pools
----- & Router Provisioning

B3 C3PL

B3 Policy Map

% ZoS Paolicy Map
Protocal Inspection

Application Inspection

B3l Class Map

= QoS Class Map

Inspection

Ceep Packet Inspectig

B+ Parameter Map

B3 Configuration Managerment

3 Config Editar

P Fesetto factory default

Additional Tasks

<| [ | ;
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@ Hare _ Configure fanitor @ g Q ? " l 7 l i
3 Refresh Save Search Heln CIsSCO
Tasks Additional Tasks

E-#5 Router Propetties |~ | HTTP Policy Maps Add... | Edit.. | Delate
&8 Router Access

----- 5 Secure Device Provisioni Policy Map Mame Description
-1 DHCP

- MG

- ACL Editor
% Portta Application Mappi

&g Zone Pairs

- Local Ponls
..... & Router Provisioning

""" iy 502.1x Details of Policy Map: hitp-url-length

Match Class Mame Action Log

QoS Policy Map http-url-length Jese Disahled
Frotocol Inspectio
2l Application Inspect

Inkrusion Prew

o

[_]..

Ciuality of

Additional Tasks
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B : @ =) a 2 afrer]
e - i ‘ Refresh Save Search Help CISCO

ional Tasks

-7 Router Properties Protocol Inspection Policy Maps add.. | Edit. | Delete
B8 Router Access

----- & Secure Device Provisioning Paolicy Map Mame Diescription
- DHCP

- DNS sdrm-permit-icrmpreply
----- = Dynamic DMS Methods sdm-permit
-] ACL Editor sdm-inspect

% Portto Application Mappingg

&g Zane Pairs

B8 s
' Local Pools
----- & Router Provisioning

Details of Policy Map; TESTPM

Match Class Mame Action

Protocal Ins

Application Inspection

-3l Class Map

= QoS Class Map

Inspection

1 Deep Packet Inspectid

B Parameter Map

I'_—'Iﬁ Configuration Management
i@ Config Editar

Resetto factory default

Additional Tasks

A. 10 seconds
B. 15 seconds
C. 30 seconds
D. 35 seconds

Answer: D

QUESTION 5
Refer to the appropriate SDM screen(s), what is the reason that outside hosts can't initiate Telnet (port 23)
traffic to the 172.16.1.10 inside host?

www.chinatag.com 17
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Heins Eorfanie e ‘ Refresh Save Search Help
About Your Router Host Name: Ri

~ Hardware More .. Software Maore ..
o —
] Model Type: Cigeo 2811 105 Version: 12402473
Available / Total Memory{MB): TErZ56 MB SDM Version: 2.8
Cisco 2811

Total Flash Capacity:

"- Interfaces and Connections = Down (11)

Total Supported LAN: 2 Total Supported WAN: G
Configured LAN Imerface: 2 Total WAN Connections: I}
DHCP Server: Mot Configured

3y Firewall Policies

out-zone sdm-permit-icmpreply

sdm-zp-out-self out-zone self sdm-permit
sdm-Zp-in-out in-zZone out-zone sdm-inspect
& Up (m
IPSec (Site-to-Site): 0 GRE over IPSec: I}
Xauth Login Required: 0 Easy VPN Remote: 0
MNo. of DMVPN Clients: a No. of Active VPN Clients: a
No. of Static Route; 1 Total Active Signatures: 44948
[ynamic Routing Protocols: Mane Ho. of IPS-enabled Interfaces: 2
Signature Version; 24516.0
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@ . Fe Y = a 2 MIMIT
@ b ‘ {é} Cnfigure . Menitor ‘ Refrash Save Search Help CISCO

Additional Tasks

E=-75 Router Properties HTTP Protocol Application Service Groups Add.. | Edit... I Delete
-8 Router Access

----- @ Secure Device Provisioning Class Map Mame lJsed By
-] DHCP hitp-url-length hitp-url-lenath

= Dynamic DNS Methods

-1 ACL Editar

i % Portto Application Mappingg
Zone Pairs

iretall and ACL

{18 asa

[:l rn
fﬁ' Local Pools
----- = Router Provisioning
""" g BO21x Details of Class Map: http-url-length
B3 C3PL
EI‘E FPalicy Map ltern Mame Itermn Walue
: 2053 Policy Map Request
Frotocol Inspection FPart Mizuse Dizsahled
Application Inspection| JUR| Length = GO0
B3 Class Map Response
=l QoS Class Map Reg-Resp
-2 Inspection Pratocal Vialation Disahled

Bl Deep Packet Inspectid

E-1 Parameter Map

EI‘E Configuration Management
3 Config Editor

p Resetto factory default
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Additional T:

Canfigure tanitar

?

Hefle-sh Save Search Help

]
cisco

Action

@ any

£z

Service

Unmatched Traffic
sdm-permit [ out-zone to self)
£l Unmatched Traffic

E--"sdm-inspect(in-znne to out-zone)

1 _q100

4 &8 192.168.10.0

5 @ any

L@ 10.0.0.00.
------ 2 @ any
------ 3 @ any

‘oo 255,255,255.255 - = any
# 127.0.0.0§0,255.255,255 - = any

tcp
udp
@@ any
0.0.255 -= any
@ any sdm-cls-insp-traffic
@ any http
810000 http
@ any a3
skinny
sip

------ £lh Unmatched Traffic

ﬁ Permit Firewall

E3 Permit ACL
@ Drop

@ Drop

g Permit Firewall

% Permit Firewall

% Fermit Firewall Options
HTTF Application I...

ﬁ Permit Firewall

B2 Permit ACL

Rule Options

Log

Rule Flovy Diagram

self ﬁmnm-mne

Apply Changes | Discard Changes |
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@ Hare {ﬁé Configure faonitor
Lr-" -

a Additional Tasks

E-#5 Router Properties

H-{8 Router Access

----- &5 Secure Device Provisioning
& DHCP

-5 DNE

----- a8 Dynamic DNS Methads
-] ACL Editor

- Portto Application Mappingd
&g Zone Pairs

-8 Local Pools
..... & Router Provisioning

-l G108 Policy Map
- Protocol Inspection

-1 Application Inspection

-1 Deep Packet Inspectis
B3 Parameter Map

-

Ciuzlity of

o Regular Expression
I':'Iﬁ Configuration Management
- Config Editar

P Resetto factory default

Additional Tasks

Refresh Save Search

‘ @ wl Q

Inspect Settings Parameter Maps

dtfier]s
cisco

Add. | Edit. | Delete

Farameter Map Mame
TESTPM

Used By

Details of Parameter Map: TESTEM

ltern Mame Item Walue
Alert on

Audit trail Off

TCF Syn-wait timeout 30

TP Fin-wait timeout a

TCP idle timeout 300

LIDF idle timeout 34

DS timeout a

ICMP idle timeout 10
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. ﬁ . a | Q 2 afia]i
@ KR @ o blositer Refresh Save Search Help CISCO

"4 Additional Tasks

-5 Router Properties
B8 Router Access

----- & Secure Device Provisioning - — -
B DHCP | Zone Pair | Saurce | Diestination | Falicy

fﬁ‘ OME sdm-zp-self-out self out-zone sdm-permiticmpr
..... = Dynamic DME Methods som-zp-out-self out-zone self sdrm-perrmit
E-{_] ACL Editar som-Zp-in-out In-Zone out-zone TESTEM

-~ Portto Application Mappings

Zone Pairs add..|  Eat.|  Delste

' Local Pools
----- & Router Provisioning

B3 C3PL

B3 Policy Map

% ZoS Paolicy Map
Protocal Inspection

Application Inspection

B3l Class Map

= QoS Class Map

Inspection

Ceep Packet Inspectig

B+ Parameter Map

B3 Configuration Managerment

3 Config Editar

P Fesetto factory default

Additional Tasks

<| [ | ;
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@ Hare _ Configure fanitor @ g Q ? " l 7 l i
3 Refresh Save Search Heln CIsSCO
Tasks Additional Tasks

E-#5 Router Propetties |~ | HTTP Policy Maps Add... | Edit.. | Delate
&8 Router Access

----- 5 Secure Device Provisioni Policy Map Mame Description
-1 DHCP

- MG

- ACL Editor
% Portta Application Mappi

&g Zone Pairs

- Local Ponls
..... & Router Provisioning

""" iy 502.1x Details of Policy Map: hitp-url-length

Match Class Mame Action Log

QoS Policy Map http-url-length Jese Disahled
Frotocol Inspectio
2l Application Inspect

Inkrusion Prew

o

[_]..

Ciuality of

Additional Tasks
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@ Harne Configure Monitar @ g O“ @ o I i I .
Refresh Save Search Help CISCO
%3 Additional Tasks

-7 Router Properties Protocol Inspection Policy Maps add.. | Edit. | Delete
B Router Access
----- &' Gecure Device Provisioning Policy Map Mame Description
B DHCP
- DNS sdrm-permit-icrmpreply
----- = DCynamic DS Methods sdm-permit
-1 ACL Editor sdrr-ingpect
% Portto Application Mappingg
~Bg] Zone Pairs
I
B8 s
fﬁ‘ Lacal Fools
----- & Router Provisioning
""" g 802.1x Dietails of Policy Map: TESTPM
E-aC3PL
Ela Paolicy Map Match Class Mame Action
; @08 Policy Map m
% Protocol Inspection

B Application Inspection

-3l Class Map
=

Zos Class Map
= Inspection

{1 Deep Packet Inspectig
B Parameter Map

B8 Configuration Managerment
3 Config Editar

=@ Resetto factory default

Additional Tasks

A. The implicit deny access control list (ACL) entry on the inbound ACL is applied to the outside interface.
B. Static NAT is not correctly enabled to translate the 172.16.1.10 inside host address.

C. There is no zone-based firewall policy applied to the traffic sourced from the "out" zone and destined to
the "in" zone.

D. The implicit deny acces control list (ACL) entry on the inbound ACL is applied to the outside interface.

Answer: C

QUESTION 6
Which two category types are associated with 5.x signature use in Cisco 10S IPS? (Choose two.)

A. basic

B. advanced
C. attack-drop
D. built-in

www.chinatag.com 24
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Answer: AB

QUESTION 7
Select two issues that you should consider when implementing 10S Firewall IDS. (Choose two)

A. The memory usage

B. The number of DMZs

C. The signature coverage

D. The number of router interfaces

Answer: AC
QUESTION 8

You are the Cisco Configuration Assistant in your company. Which command is used to support 802.1X
guest VLAN functionality based on the following configuration?

aug mew model

ams authentication dotlx defaul group radius

e authentication network default group rdns

asa acconnting dotlx default start-stop group madius
ama acconnting svstem defall stant-stop gromp radins
cadins-server host 100011 auth-port 1812 acet-pe

radivs-server key cienl 23

A. aaa authorization network default group radius

B. aaa authentication dotlx default group radius

C. aaa accounting dotlx default start-stop group radius
D. aaa accounting system default start-stop group radius

Answer: A

QUESTION 9
You are in change of Securing Networks Cisco Routers and Switches in your company. Why is the Cisco
IOS Firewall authentication proxy not working based on the following configuration?

aaa new model
aaa authentication login default group tacacs
aaa authentication auth-proxy default group tacacs+
aaa accounting auth-proxy default start-stop group tacacs+ enable password
TeSt_123
ip auto-proxy name pxy http
ip auto-proxy auth-proxy-banner
interface Ethernet0/1
ip address 192.168.1.1 255.255.255.0
ip auto-proxy pxy
no ip http server
tacacs-server host 192.168.123.14
tacacs-server key Cisco
[Output omitted]

A. The aaa authentication auth-proxy default group tacacs+ command is missing
B. The router local username and password database is not configured.

C. You forgot to enable HTTP server and AAA authentication

D. Cisco 10S authentication proxy not support TACACS+,

Answer: C

5 www.chinatag.com 25
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QUESTION 10
Which advantage can be obtained by implementing the Cisco I0S Firewall feature?

A. provides data leakage protection capabilities

B. integrates multiprotocol routing with security policy enforcement

C. is easily deployed and managed by the Cisco Adaptive Security Device Manager
D. acts primarily as a dedicated firewall device

Answer: B
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