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Prerequisites: 
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About This Study Guide 
This Study Guide is based on the current pool of exam questions for the Cisco CCSP 642-501 - Securing 
Cisco IOS Networks exam. As such it provides all the information required to pass the 642-501 exam and is 
organized around the specific skills that are tested in that exam. Thus, the information contained in this 
Study Guide is specific to the 642-501 exam and does not represent a complete reference work on Securing 
Cisco IOS Networks. Topics covered in this Study Guide includes: Network Security, Security Policies, 
Network Procedures, Network Attack Threats, Elements of Defence in Depth, Router Configuration Modes, 
Accessing the Cisco Router CLI, Privilege Access Levels, Configuring the Enable Password, Securing 
Access to the Console, Authentication Methods,  PAP and CHAP Authentication, Configuring AAA 
Authentication, Configuring AAA Authorization, Configuring AAA Accounting, Troubleshooting AAA, 
Configuring TACACS+, Configuring RADIUS, Cisco Secure Access Control Server, Securing the Network 
with a Cisco Router, Access Lists, The Cisco IOS Firewall Feature Set, DoS Detection and Protection, 
CBAC Operation, Configuring CBAC, Authentication Proxy and the Cisco IOS Firewall, Configuring 
Authentication Proxy, Using Authentication Proxy with TACACS+, Using Authentication Proxy with 
RADIUS, Intrusion Detection and the Cisco IOS Firewall, Creating and Appling Audit Rules, Configuring a 
Cisco Router for IPSec Using Preshared Keys, Configuring IKE, Configuring IPSec, Testing and Verifying 
IPSec Configurations, Configuring IPSec Manually, Configuring IPSec Using RSA Encrypted Nonces, 
Configuring the Cisco Router for IPSec VPNs Using CA Support, The Functionality and Features of Easy 
VPN Server, Easy VPN Server Configuration, Scaling Management of the VPN and Router. 
 
 
Intended Audience 
This Study Guide is targeted specifically at people who wish to take the Cisco CCSP 642-501 Securing 
Cisco IOS Networks exam. This information in this Study Guide is specific to the exam. It is not a complete 
reference work. Although our Study Guides are aimed at new comers to the world of IT, the concepts dealt 
with in this Study Guide are complex. 
 

Note: This Study Guide does not combine all five CCSP exams but addresses 
the 642-501 exam specifically. As such, we would not advise using this 
Study Guide for the other exams. 

 
 
How To Use This Study Guide 
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To benefit from this Study Guide we recommend that you: 

• Study each chapter carefully until you fully understand the information. This will require regular and 
disciplined work. Where possible, attempt to implement the information in a lab setup. 

• Be sure that you have studied and understand the entire Study Guide before you take the exam. 
 

Note: Remember to pay special attention to these note boxes as they contain 
important additional information that is specific to the exam. 

 
Good luck! 
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1. Network Security 
 
It is the execution of security mechanisms, policies and processes to prohibit unlawful admission to network 
resources and, or the destruction and alteration of data. Security policies form the basis of securing the 
network resources. A trade off exist between a completely secure network and the needs of business. 
 
 
1.1 Security Policies 
Security policies are created in accordance with the security philosophy of the organization. It is then used 
by the technical team to design and employ the corporate security structure. The organization security policy 
is an official business document containing a set of rules to which users of the network should adhere to 
when accessing the network. It would include a list of acceptable and unacceptable activities as well as 
responsibilities in respect of security. It does not however dictate how the business should be operated. The 
security policy is therefore a guide for administrators to use when planning security efforts and subsequent 
reactions. The business needs would determine the nature and size of the security policy. 
 
The security policy would quite often be split into numerous documents with each one addressing a specific 
topic. These policies, known as usage policy statements, explain the tolerable use and responsibilities with 
respect to the use of the network the size of the organization would determine the magnitude of the security 
policy, but should include the following: 

• Permissible use of resources addresses suitable use of items such as email and Internet access. 

• Configuration policy spells out which applications are to be arranged on the network and should assign 
a particular build for each system. This is important in making sure that all the network systems follow a 
set arrangement, thus cutting down on troubleshooting time. 

• The Patch management system explains the upgrade and testing of new patches before being 
implemented. After approval, it is added to the standard build. This guarantees that all new systems are 
in accordance with the approved patch. 

• Infrastructure policy spells out how the system is to be managed and maintained, and by whom. It also 
addresses the following: 

 Service Quality 
 Checking and Controlling the systems 
 Processing and Consolidating of Logs 
 Managing change 
 The scheme for addressing network 
 The standard for naming 

• The User Account Policy spells out which users should be designated what permissions. It is important 
to ensure adherence to the PC configuration policy. This can be achieved by limiting user permissions. 

• Other policies: The amount of policies varies according to each organization. Factors such as 
encryption, backup, the handling of data and password requirements, like time span and size, as well as 
remote access, could be included in other policies. 

 
With the institution of a security policy, three steps are recommended by Cisco: 

• Preparation should to be completed on a rough draft of the previously listed policy documents, or 
created as general usage statements. Risks analysis should be performed to determine the risks to be 

19



645-501 Secur 

 

           Leading the way in IT testing and certification tools, www.testking.com 
 

 - 19 -
 

guarded against and to achieve a level of tolerable risks. Risks are defined by a company and can be split 
into the following three levels: 

 High 
 Medium 
 Low 

 
Preparation also involves arranging security personnel and outlining their respective duties. 

• Prevention lays out how changes to security situations are measured and applied. It also spells out how 
security should be regulated and checked, inclusive of the handling of data. 

• Response sets out the course of action to be taken in the event of a problem as well as duties of security 
team members. The following topics should be addressed: 

 Response to an attempted security breach 
 Isolation and handling of a contaminated system 
 Gathering of evidence and the handling of log data 
 Correspondence with law enforcers 
 Restoration of network systems 
 A revision of the security policy ensures that any new susceptibilities are balanced out. 

 
Members of management, the legal, as well as technical departments, make up the security policy team. In 
order for the security policy to be effective, it would firstly have to be fully supported by management and 
be enforceable in accordance with the relevant laws and regulations. It should also be technically viable. 
 
The overriding reason for having a written security policy is cost savings, which are made in numerous 
ways: 

• Not having the data tainted: Illegal users will be unable to access the data, thereby minimizing the 
ability to distort data. Having to restore tainted data can be costly. 

• Denial of service (DoS) attacks: DoS attacks can be devastating. Although it is virtually impossible to 
prevent, it is possible to alleviate the attack by prohibiting access at several points on the network. 
Measures against fending off DoS attacks cannot be put into operation at the last minute. 

• Not having data manipulated: Data manipulation is largely done to taint the public image of the 
organization. By restricting access to authorized users only, the risk of data manipulation is significantly 
reduced. 

• Increased effectiveness: With a clearly explained practice as well as regular operation, the corporation 
will be more efficient. 

• Unidentified problems could possibly arise from the introduction of unproven systems, designs, or 
applications into the network. Through testing and endorsing all practices, measures, applications and 
designs before applying them in a production environment minimizes the chances of creating these types 
of problems. 

 
 
1.1.1 The Objectives of a Security Policy 
The initial objective would be to advise the technical team on their choice of equipment. Because of the 
policy not being in the nature of a technical document, it neither dictates nor stipulates which equipment or 
designs are to be used. 
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The second objective would be to guide the team in arranging the equipment. It might state that the team 
uses their efforts to block users from viewing unacceptable websites. It does not however stipulate specific 
sites. 
 
The third objective spells out the responsibilities of users and administrators. This assists management 
and technicians in evaluating the effectiveness of the security measures. 
 
The fourth objective would set out to explain the repercussions of a policy violation. 
 
The last objective would be to spell out the reactions to network threats. If there is no plan for fending off 
an attack, the result would be bewilderment. It is also significant to describe escalation steps for items that 
are not as easily recognized on the network. Each member should know the steps to be taken in the event of 
a problem. 
 
 
1.1.2 The Checklist for a Security Policy 
A policy requires the full support of management or it will not be honored. In the event of management not 
endorsing the policy, it will prove to be ineffective. The policy might obstruct someone from performing a 
function they deem important, but the policy’s objective is to place the organization before the individual. 
 
The policy should be consistently effective and should also be consistent in scope. It should not frustrate 
users. The job description of users would ascertain their access permission. Indistinct and unpredictable 
policies are difficult to put into practice and are prone to different interpretations. 
 
The policy should be technically practical to facilitate ease of use, as well as the comprehension of it. The 
security administrator should suggest solutions that are consistent with the needs of the organization when 
addressing security requirements. 
 
The structure of the technical document should be non technical as it is easier to comprehend than a 
technical document. This would also facilitate distribution without having to reveal the technology 
employed. Server and workstation policy will be more technical in content by reason of its nature. The 
implementation plan should be restricted to security personnel and anyone involved. 
 
The policy should be implemented throughout the organization because of its interconnectivity with 
Virtual Private Networks (VPNs) and Frame Relay networks. .For this reason it is imperative that all sites 
share the same security policies. A security loophole at one of the sites could place the entire network at 
risk. 
 
The security policy should outline the roles and responsibilities of users. This helps make the user aware 
of security perimeters. In order to achieve set goals, both network administrators and management should be 
aware of their duties as regards to security. 
 
The policy should be flexible enough to fit in with the changing technology, organizational growth and 
infrastructure upgrades. However, it should be detailed enough so as to meet all the requirements of the 
corporation. Constant reviewing of the security policy will ensure that the document remains relevant. 
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The policy should be coherent and logical. It should display clarity and be simple in order not to confuse 
users. The user should understand their roles with respect to the security policy. Orientation is advised 
before issuing network logon. 
 
The security policy should be broadly publicized in order to enforce it. Everyone in the organization should 
receive and acknowledge receipt of the document. 
 
The security policy should clearly state the repercussions for contraventions against it. Because the rights 
of workers vary according to their location, it is vital that security team members from both the legal and 
human resources departments are involved in the creation of the policy. 
 
The security policy should comprise of a reaction plan for security contraventions. Complex systems are 
less easy to monitor, and for this reason, it is important to identify when a network is under threat and the 
subsequent reaction to it. The plan would help security personnel to react to network security threats. There 
is a difference between internal threats and external threats. Difficulty exists when trying to pinpoint an 
offender if the threat originates from the internal network. 
 
Security should be a continuous process, not just a once off effort. Continued efforts are generally referred 
to as Security Posture Assessment (SPA) 
 
 
1.2 Network Security Procedure 
There are 4 steps to be taken to ensure the evolution of the security policy: 

• Securing the network involves the actual application of a method or configuration. AAA servers and 
firewall devices can be used to secure the network. 

• Monitoring the network assists administrators in comprehending the security challenges they are faced 
with. Constant observation should take place after changes to the network. Any discovered issues should 
be resolved immediately. 

• Testing: Without testing it would be difficult to determine the efficiency of the applications. It should 
preferably occur after alterations to the network. 

• Upgrading and improving security: It is instrumental to adjust to upgrades as it is necessitated. 
Whether these would involve new equipment or configuration changes, it would be as a result of prior 
testing and serve as an introduction to future security efforts. 

 
 
1.3 The legal Issue Relating to Network Security 
Should an employee illegally use the company resources to surf the internet and manage to get into a server 
belonging to another company, or take control of the server, they then can use it to enter the database of 
another company. Here they access sensitive information and proceed to post it on the Internet. Regardless 
of whether the employee is in the wrong, the companies involved are still liable for damages seeing as how 
they have a responsibility to ensure the privacy of stored data. A clear definition can be found in the Internet 
Engineering Task Force’s Sight (IETF) security handbook, RFC 2196. 
 
 
1.4. Network Attack Threats 
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Because many institutions rely on computers to help them manage and store their information, and because 
of the level of interconnectivity, the computer has become a vital tool in any business. Add to this the fact 
that many a business maintains a connection to the Internet and exposes their business to the general public 
it is not difficult to see how susceptible the network can become to threats. Being in possession of an 
ineffective security policy places the company at greater risk of a network security breach. 
 
 
1.4.1 Security Vulnerabilities 
Computers, however complex, are but machines incapable of differentiating between authorized and 
unauthorized access. It is only able to respond to previously loaded instructions. Any part of a software 
package that allows a user to either change or get access to a system that was not coordinated into the 
package, is referred to as a vulnerability. It is through this vulnerability that a user is able to gain access to a 
system without the necessary authority. With the advancement of technology, new susceptibilities continue 
to surface. It is therefore necessary for software manufacturers to produce patches for their products. 
 
 
1.4.1.1 Self Inflicted Vulnerabilities 
Generally a network will contain both private as well as public data. It is in a company’s best interest to 
protect both sets of data and make provision for the data to be accessed by outside users without enabling 
them to alter it. The company’s website should be available to the general public, whereas certain internal 
private information should remain privileged. Network security ensures that any attempt at hacking is 
averted and prevents the network from being used as a launch pad for attacks against other networks. 
 
Three specific reasons explain why a security program may be ineffective 

• Because a security program forms the bases of all efforts related to security, it is vital that it is 
fundamentally sound. It may be flawed for the following reasons: 

 An unwritten policy: Printing and handing out the policy reduces confusion 
 Politics: Ensuring that the policy remains consistent ensures that it does not become redundant. 
 No continuity: A high staff turnover will result in a reluctance to adhere to the policy 
 Absence of a recovery plan: Forensic efforts may be stunted if there is no recovery plan. A good 

plan includes contingencies for security violations. 
 No reviewing: Failure to observe error logs and configuration changes places companies at risk. 
 No allocation for patch management: An effective policy makes provision for regular upgrades 

without compromising security 
 No access control: No control over password distribution can lead to a security violation 

• With the increase in network complexity the information base needed to be configured as the system 
broadens. If it is not, it would represent a weak configuration. 

 Equipment that has been misconfigured: To simple a configuration will result in serious 
security issues. Simple Network Management Protocol (SNMP) settings and router protocols are 
some of the areas that are vulnerable. 

 Simple passwords: Passwords should not be easy to guess. Avoid the use of common words. 
The more complex the password the better. Ideally a minimum of eight characters should be used 
and should include lower and uppercase numbers. Avoid using the default password. The 
password should not be too difficult to remember. The vanity plate method suggests that a word 
or phrase be changed using characters found on a vanity license plate. Change the case of the 
letters and exchange one or two with numbers. 
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 Internet services that are misconfigured: Identifying the exact services needed as well as the 
ones presently in operation will prevent Internet services from developing security violations. 
Some protocols like File Transfer Protocol (FTP) security settings, as well as Java scripts and 
Java applets are all capable of being misconfigured. 

 Default settings are largely designed to assist in the configuration of devices to enable it to be 
placed in a production environment. 

• The majority of technology has inherent weaknesses or flaws. These may be found in the operating 
system or inside the protocol or the networking equipment itself: 

 Weak operating system: Operating systems are coded instructions written for the computer. If a 
user is able to manipulate these instructions as a result of a weakness in the operating system, it 
will affect the functioning of that system. Keeping these systems patched reduces weaknesses. 

 Weak protocols: Some protocols like Network File System (NFS), ICMP, Transmission Control 
Protocol (TCP) and User Datagram Protocol (UDP) are designed without security components 

 Weak Application: When designing an application, it is important to keep it functional. Service 
packs, upgrades and patches are often made available by the developer as flaws are discovered. 
With the development of technology it has become increasingly important to make security a 
serious issue, to the point of having them written into the design of new applications. 

 Weak Equipment: Most systems have their strengths and weaknesses. Identifying them would 
place the administrator in good stead when overcoming pitfalls. Knowledge of the nature of 
network traffic to be supported will assist in placing the proper device in the proper location on 
the network. Of equal importance is the regular testing of systems to ensure effectiveness of their 
functions. 

 
 
1.4.2 Threats 
Structured threats are performed by individuals seeking a particular target. They are regarded as the more 
dangerous threats because of its organization. Unstructured threats are far more regular and are mostly as 
a result of users searching the Internet for targets. It is possible to download a variety of scanning files from 
the Internet and put them to use in scanning a network for weaknesses. 
 
 
1.4.3 The Motivation of Network Intruders 
An intruder can be: 

• A hacker often uses highly developed programming techniques to source for weaknesses in the network 
or operating system. Intentions are not always unethical and they are often used by businesses to test 
their security. 

• A script kiddie is a novice hacker who uses publicly available scripts to test the integrity of networks 
and scan for weakness. 

• A cracker is an individual possessing a broad knowledge of networking and the Internet and often 
thought to have spiteful intentions. 

 
Reasons for intrusions: 

• Curiosity: As it suggests, these intruders are motivated by pure curiosity and are often not malicious in 
intent. 

• Fun and pride: The challenge is the primary motivation here. Often done purely for the sport of it. 
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• Revenge: Usually unhappy former employees armed with a secure knowledge of the network normally 
target specific data. Passwords as well as other security measures need to be changed as soon as vital 
staff leaves to protect company assets. 

• Profit: Access to credit card information, bank transfers and billing information can prove to be very 
profitable. Access to a company’s data may give its’ competitor an unfair advantage. 

• Political reasons: Cyber warfare as it is known, poses a real threat to any economy. It is possible to 
launch an attack from any base. Add to this the low cost of equipment and connectivity buffed by the 
lack of adequate protection, and it is easy to see why. Electronic transactions are the norm for many 
companies, and therefore places itself at huge risk. This is also known as hactivism, the act of defacing 
an organizations’ web site for political objectives. 

• Insufficient knowledge of computers and networks: It is possible for a user to initiate a violation due 
to a lack of understanding. On a system like Windows NT it is possible for a novice user to 
unintentionally change or remove important settings rendering the system unusable. As regards firewalls, 
an administrator might open connectivity to the extent where the firewall becomes obsolete. Temporary 
openings could become permanent due to a lack of measures to ensure temporary openings are closed 
after the need for them is met. 

 
 
1.5 Different Network Attacks 
1.5.1 Renaissance Attacks 
The goal of these attacks would be to ascertain the structure of the network or computer in question and 
discover any weaknesses. An attack of this nature could indicate the potential for more intrusive attacks. 
 
Many of these attacks have been written into programs enabling rookie attackers to launch attacks on 
networks. 

• DNS whois queries: A whois query of the DNS will grant the user access to information such as the 
address of a specific domain and its owner. 

• Ping sweep provides details like the number of hosts on a network 

• Vertical scans scan service ports of a single host, requesting different services at every port. This gives 
the user the ability to figure out the type of the operating system as well as the services operating on the 
system. 

• Horizontal scans scan an address range for a specific port or service. The FTP sweep is a common 
example of this scan 

• Block scans combines both vertical and horizontal scans. It scans a segment of the network and attempts 
connections at a number of ports of individual hosts on the specific segment. 

 
 
1.5.2 Access attacks 
The goal of an access attack is to gain access to a computer or network. After access is gained, an intruder 
can perform various functions which could fall into one of three categories: 
 

• Interception: If the user captures traffic between its source and destination, they can store it for future 
use. This data is anything that crosses the network segment that the user is connected to. The user may 
also gain access to passwords if the network management data is crossing the network, thereby taking 
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control of that equipment. It requires physical connectivity in order to intercept traffic. Going from hub 
to switching technology reduces the amount of traffic that can be intercepted. Most effective is having 
sensitive data encrypted and sent via an encrypted connection. This prohibits the intruder from reading 
the data. 

• Alteration: After having gained access, the illegal user is now able to alter the resource. Among others 
they will also be able to alter the content of the files, system arrangements, system access and privileged 
access. The user is able to achieve this because of a weakness in the operating system or using other 
software running on the system. Unauthorized privilege escalation refers to a legal user with low 
access status trying to gain privileged information to obtain higher access status. This provides the 
invader with more control of the system or network. 

• Fabrication: The intruder will be able to fabricate untrue items and place them in the network or system. 
This may include the insertion of viruses and worms or a Trojan horse that will continue to attack the 
network from within: 

 Some viruses can be annoying while others may be destructive in nature. They are made up of 
computer code that fixes itself to other software operating on the computer. In this manner the 
virus is able to proliferate each time the software is opened. 

 A worm takes advantage of weaknesses on the network to copy itself. A worm would scan the 
network searching for a computer with a specific weakness. Once it has located a host, it 
replicates itself to that system and scans from there as well. 

 Trojan horse is a program that professes to perform a certain function but does another like 
tainting data on the hard drive. They are used at times to misuse systems by fabricating user 
accounts on systems that will allow illegal users access to, or enable them to increase their 
privilege level. Some capture information and transfers it to a location where it can be retrieved 
and scrutinized by the attacker. More commonly, it will be used to control the system and 
incorporate it in a DDoS attack. 

 
 
1.5.3 Denial of Service (DoS) Attacks 
They are designed to reject access to a computer or system. DoS attacks normally target precise services and 
try to overpower them by inundating them with countless requests. Launching the attack from multiple 
systems has the ability to increase the size of the DoS attack. This is referred to as Distributed Denial of 
Service (DDoS) attack. 
 
 
1.6 Defense 
Internetworking refers to the job of connecting diverse networks so they can communicate and exchange 
resources. For the majority of businesses, their border would extend as far as the Internet. However with the 
existence of intranet, extranet and remote user connections, the real border becomes unclear. This translated 
effectively means that it is difficult to secure your network by only placing a firewall at the Internet gateway. 
Multiple layers of diverse defense mechanisms are needed to curb an attack. This grants you the ability to 
stave off a more diverse number of attacks. Because of the complexity of network attacks it has become 
possible to attack numerous areas of the network. Here are some of the targets: 

• Routers: The attack on a router may take various forms and depends chiefly on the attackers’ objective. 
Access attacks are used if the intent is to obtain entry to the network or router. To sabotage the router 
and deny access, a DoS or DDoS attack is used. 
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• Firewalls: This is essentially the same as the attacks on routers although the method may differ 
according to the size and type of firewall. 

• Switches: Any attack on a component of the network will have an effect on the way traffic flows across 
that segment. It is important to secure switches because traffic flow tends to converge there. 

• Networks: They are usually affected when there is a successful attack on the routers, firewalls and 
switches. 

• Hosts: A host can be used to initiate attacks against other network resources. They are often attacked 
only because the user has found a weakness and wants to take advantage. 

• Applications: Vulnerabilities within an application can be used to violate a host. With the increase in 
technology, the number of attacks increase. 

• Data: The actual data has no weaknesses, but it is possible for it to be copied, altered or destroyed if 
access is gained. 

• Management components: Because they are used to manage various network components, it is vital 
that they are secured to prevent control of the whole network. 

 
 
1.6.1 Elements of Defense 
The following list details the elements used in a defense in depth strategy: 

• Security policy: It describes the who, what and where of the company’s operations. 

• The use of AAA: When implementing AAA we essentially ensure that only those authorized to do so, 
access the resources needed to do their jobs. It can also help to see if users are doing tasks that expose 
the network to security risk. 

• VPN connections: This technology is usually employed as a cost saving measure because of its ability 
to interconnect offices across the Internet. This technology is not however limited to the Internet and 
depends largely on the company’s business function, the nature of its data and the risk involved. Because 
of the sensitive nature of their data, many companies choose VPN technology to secure dedicated 
circuits between their offices regardless of both end points being known. The saving is made by reason 
that the company is able to connect across secure public networks and thereby eliminate expensive 
dedicated connections. An added advantage is the ability to secure connections for remote users. 
Broadband Internet connections make it possible for many users to work from home employing an 
encrypted connection to their company’s network. 

• Segmentation: The best manner in which to protect assets is to separate them in order of their value and 
reserve access to specific users and groups. This segmentation of the network may be completed by 
means of firewalls, routers and switches, and by effectively implementing access lists, VLANs and 
address/port translations. Certain assets that require particular access to particular users may be grouped 
together and placed on the same network segment. Restricting access to confidential data may be done 
via the use of non standard ports by using Network Address Translation (NAT) and Port Address 
Translation (PAT). All network resources are separated according to their category and worth. The 
greater the value to the organization the deeper in the network it will be placed and by so doing protected 
at a number of levels in the network. RFC 1918 addressing put to use on the internal networks will 
prevent attacks that come from the Internet unless those systems are NATed at the network border or 
perimeter. It is strongly advised to place Network Intrusion Detection Systems (IDS) extensively at all 
critical points on the network. 
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• The known hostile entities are normally addresses that have done reconnaissance attacks or are verified 
by either firewall or IDS log correlation and trending. These addresses are usually blocked at the 
perimeter. Organizations that have amenders that contrast those of another would normally be seen as 
hostile and either monitored vigilantly or have their access completely blocked. 

• Dynamic perimeter security: It is unwise to think that a statically arranged firewall or router will guard 
your network against attacks in an environment that is as ever changing as the Internet. A device set up 
in this manner can only prevent against known attacks. Because of the advancement of technology it is 
vital to protect against attacks of an unknown nature. Effective deployment of firewalls, routers and IDS 
will aid in this respect. 

• Host based defense: A secure host is needed in order to deploy a host based defense. Service packs and 
patches are made available by the developers of operating systems and applications as soon as new 
weaknesses are uncovered. Ensuring that all systems meet with the recommended patch level will reduce 
the number of weaknesses to be exploited. Should an attacker penetrate numerous levels of defense in 
order to arrive at the target host, the attack would still be ineffective if they are unable to access their 
target. In order to detect and prevent illegal actions on the host system, a host based IDS is installed 
between the operating system and the kernel. They also send out an alarm to indicate that the system is 
under attack. 

 
Two types of host based IDS exist: 

 Signature based oversees the system and match instruction sets with the signature of attack 
profiles that are known. 

 Anomaly based establishes a threshold of approved activities. If the instruction does not match 
or form part of the approved threshold it is identified as an attack. It is possible to configure the 
anomaly based IDS to execute certain functions when it receives an instruction that is not in the 
threshold instead of just blocking it. The greatest advantage is that it is able to protect against 
known and unknown threats. 

• Effective monitoring: Firewalls, routers, switches and IDS produce vast amounts of log data. It is vital 
that critical systems are monitored effectively to determine the state of the network. 

• Correlation and trending follows monitoring. These step aides in establishing what is normal. Thus 
having established what is normal it is now possible to determine what is not and needs to be reacted to. 
Correlation products make it possible to correlate data from various devices to enable you to better 
understand the situation. This makes it possible to see data from a possible attack from different sources. 

• Security process: The process is the effectual execution of the policy. The process is evolving and is the 
force behind the steady improvement of the security posture. 

 
 
1.6.2 Physical Security 
Physical access to amenities and networks should be restricted to authorized personnel within the company 
or persons who have a business function within the company. 
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